Cisco SysTEMS

IP COMMUNICATIONS

Troubleshooting
Cisco IP Telephony

Reveals the methodology you need to resolve
complex problems in an IP telephony network

Paul Giralt, CCIE" No. 4793
Addis Hallmark
ciscopress.com Anne Smith


https://www.pearson.de/9781587053603

Active Directory domain name problems 841
Active Directory integration troubleshooting
and overview 837
Active Directory schema modifications 840
Active Directory —users added in Active Directory
don’t show up in CallManager Administration 843
Adding a user fails 824
Alarms (red and yellow) on a digital interface 208
“Already in conference” message 597
Attendant Console client configuration 781
Attendant Console —fast busy on calls to a pilot point 782
Attendant Console—line states won’t update 782
Attendant Console—lines are disabled 782
Attendant Console—login failed 782
Attendant Console —longest idle algorithm is not
working properly 782
Attendant Console —new user doesn’t display 782
Attendant Console server configuration 780

Attendant Console—some line states show
Unknown status 782

Attendant Console troubleshooting methodology 782

Attendant Console —wrong directory list displays 782

Audio problems 384,389, 396, 400, 402, 405, 410

Audio Translator problems 617

Automated alternate routing (AAR) troubleshooting 637

Busy signal not heard on an IP phone 310

Calling name display problems 270

Calling search spaces, overview 469

CallManager Serviceability 82

CallManager wildcard summary 460

Call preservation, overview 551

Call routing problems 515

CCM traces—how toread 42

CCM traces—how to read Skinny messages 148

CDRs are not being written properly 813

CDRs are not generated by Subscriber 810

Choppy audio 396

“CM Down, Features Disabled” message 158

“CM Fallback Service Operating” message 707

CMI—reading traces 674

Codec selection between devices 570

Conference bridge—out of resources 578

Conference Connection doesn’t work 789

Corporate directory —add or delete users fails in
CallManager Administration 843

Corporate directory —Error: “The phone administrator
is currently not allowed to add or delete users” 843

CRA Administration page does not load 738

CRA Application Engine problems 745

CRA directory configuration troubleshooting 741

CRA trace files (MIVR) 748

Customer Directory Configuration Plugin
troubleshooting 839, 842

Database Layer Monitor is not running properly 812

Database replication problems 796, 804, 807
D-channel won’t establish on PRI 210
DC Directory —reconfiguring in CallManager 3.3 828, 835
DC Directory —reconfiguring in pre-3.3 CallManager 830, 835
Directory access troubleshooting 823
Directory troubleshooting 824
Delayed audio 384
Delayed routing 466
Dial peer matching in 10S, overview 175
Dick Tracy 101
Digit discard instructions (DDIs), overview 486
directories button doesn’t work 160
Disconnected calls with cause code 0XE6, “Recovery on
timer expiry.” 271
DPA 7610/7630—MWI problems 702
Dropped calls 157
Dropped packets 397
DTMF relay, overview 303
El interface troubleshooting 208
Echo problems 410,418,421,428
“Exceeds maximum parties” message 597
Extension mobility —common error messages 765, 777
Extension mobility problems on CallManager
release 3.1 0r3.2 756
Extension mobility problems on CallManager
release 3.3 773

Extension mobility troubleshooting methodology

for CallManager release 3.1 or 3.2 765
Failover—phone behavior and causes 155, 158
Fax machine troubleshooting methodology 446,447, 449
Fax passthrough configuration 441
Fax passthrough, overview 437
Fax relay debugs, enabling 455
Fax relay, overview 444
Fax takes twice as long to complete 451
FXO port will not disconnect a completed call 205
Garbled audio 396
Gatekeeper call admission control 638, 640
H.323 call flow (H.225 and H.245) 283,284, 287
Hold and resume problems 522
Hold doesn’t play music 611
Intercluster trunk troubleshooting 311
I0S gateway —call routing and dial peer debugs 196
10S gateway debugs 185
10S gateway —debugs and show commands 184
10S gateway —diagnosing the state of ports 187
10S gateway —TDM interfaces 187
10S gateway won’t register with CallManager (MGCP) 240
iPlanet integration troubleshooting 844
ISDN cause codes (Q.850) 262
ISDN messages, overview 258
ISDN timers, overview 271
Jitter 389, 400


https://www.pearson.de/9781587053603

Troubleshooting Cisco IP Telephony

Table of Contents

Contents
Foreword
Introduction

Chapter 1 Troubleshooting Methodology and Approach
Developing a Troubleshooting Methodology or Approach
Production Versus Nonproduction Outages
Step 1: Gathering Data About the Problem
Step 2: Analyzing the Data Collected About the Problem
Case Study: Resolving a Problem Using Proper Troubleshooting
Methodology
Gathering the Data
Analyzing the Data
Conclusions

Summary

Chapter 2 IP Telephony Architecture Overview
Network Infrastructure
IP Telephony Infrastructure
Call Processing

Cisco AVVID IP Telephony Infrastructure
Clients

Voice Gateways

Cisco AVVID IP Telephony Applications
Summary

@ Pearson


https://www.pearson.de/9781587053603

Table of Contents

Chapter 3 Understanding the Troubleshooting Tools
Time Synchronization
Configuring Automatic Time Synchronization on CallManager Servers
Synchronizing Time Manually on CallManager Servers
Synchronizing Time on Cisco 10S Devices
Synchronizing Time on CatOS Devices
Reading CCM (or SDI) Traces
Setting the Appropriate Trace Level and Flags
Reading CCM Traces
A Sample CCM Trace for a Call Between Two IP Phones
Tracing a Call Through an MGCP T1 PRI Gateway
Reading SDL Traces
SDL Overview
Enabling SDL Trace and Setting the Appropriate SDL Trace Level

Microsoft Performance (PerfMon)
Comparing PerfMon and the Real-time Monitoring Tool (RTMT)
Using PerfMon to View Real-Time Statistics
Using Counter Logs
Using Alerts
CCEmail
Alerting Methods During Production and Non-production Hours
Acquiring CCEmail
CallManager Serviceability
Alarms
Tracing
Service Activation
Control Center
Real-Time Monitoring Tool (RTMT)

Call Detail Records (CDR) and the CDR Analysis and Reporting

@ Pearson


https://www.pearson.de/9781587053603

Table of Contents

(CAR) Tool
CDR Time Converter
Acquiring the CDR Time Converter
Event Viewer
Q.931 Translator and Enhanced Q.931 Translator
Enhanced Q.931 Translator 98
Acquiring Enhanced Q.931 Translator

Dick Tracy
Using the Dick Tracy Tool
Using the CLI Tracy/Embedded Tracy Tool
Acquiring Dick Tracy

Sniffer Traces

Voice Codec Bandwidth Calculator

Bug Toolkit (Formerly Bug Navigator)

Remote Access Tools
Terminal Services
Virtual Network Computing (VNC)

Websites and Further Reading

Best Practices
VNC Best Practices

Summary
Chapter 4 Skinny Client Registration
Troubleshooting Inline Power

Troubleshooting Network Connectivity and Skinny Registration
Verifying VLAN configuration
Verifying IP Addressing Information
Verifying TFTP Configuration File Download
Understanding Skinny Registration

@ Pearson


https://www.pearson.de/9781587053603

Table of Contents

Troubleshooting Skinny Registration

Additional Tools for Troubleshooting Skinny Client Registration Problems
Checking IP Phone Status Messages
Checking Registration with the Real-Time Monitoring Tool

Best Practices

Summary

Chapter 5 IP Phones

Understanding IP Phone Behavior
Understanding the Skinny Protocol
Understanding Failover and Failback
Understanding the Difference Between Restart and Reset
Troubleshooting IP Phone Problems
Dropped Calls
"CM Down, Features Disabled"
Reasons for Failover
Directory and Service Problems
79xx Series IP Phone 3-port Switch Operation
Best Practices
Check Your Firmware
Press the Help (i or ?) Button Twice During Active Calls
Use a Custom Phone Service That Tracks Voice Quality Statistics
Check the IP Phone Configuration Via Web Browser
Summary

Chapter 6 Voice Gateways

Cisco 10S Voice Gateways
Cisco VG200
Cisco 2600 Series Routers
Cisco 3600 Series Routers

@ Pearson


https://www.pearson.de/9781587053603

Table of Contents

Cisco 3700 Series Routers
Cisco Catalyst 4224
Cisco Catalyst 4000 Access Gateway Module (AGM)
Cisco WS-SVC-CMM Communications Media Module (CMM)
Other Cisco 10S Gateways
Understanding Dial Peer Matching in Cisco IOS Software
Understanding Cisco I0S Debugs and show Commands
Correctly Setting the Timestamps
Enabling Cisco 10S Software Debugs
Troubleshooting TDM Interfaces on Cisco IOS Gateways
Useful show Commands for Troubleshooting TDM Interfaces
Using debug Commands to Troubleshoot TDM Interfaces
Understanding the FXO Disconnect Problem
Troubleshooting Digital Interfaces
Checking Physical Layer Connectivity on Digital Interfaces
Troubleshooting ISDN PRI Signaling
Troubleshooting T1 CAS
Understanding MGCP
MGCP Endpoint Identifiers
MGCP Commands
MGCP Parameter Lines
MGCP Packages
MGCP Response Headers and Response Codes
Cisco 10S MGCP Gateways
MGCP FXS/FXO
Cisco I0OS MGCP PRI
Cisco I0S MGCP T1 CAS
Cisco 10S Gateways Using the H.323 Protocol

@ Pearson


https://www.pearson.de/9781587053603

Table of Contents

H.225 Signaling
H.245 Signaling
Additional H.323 Debugs in Cisco I0S Software
Troubleshooting Problems with Ringback and Other Progress Tones
No Ringback on an IP Phone When Calling the PSTN
No Ringback on a PSTN Phone When Calling an IP Phone
No Ringback When Transferring a Call
The IP Phone User Does Not Hear In-band Messages When a Call Is
Disconnected
Intercluster Trunks
Troubleshooting the WS-X6608 and WS-X6624 Voice Gateways
Recognizing and Powering the Module
Troubleshooting DHCP, TFTP, and Registration Problems
Catalyst WS-X6608 T1/E1 Digital Gateway Configuration
Troubleshooting Configuration Issues
Advanced Troubleshooting for D-channel Problems
Catalyst WS-X6624 FXS Analog Gateway Configuration

Best Practices
Summary

Chapter 7 Voice Quality

Fixed and Variable Delays
Fixed Delay Sources
Variable Delay Sources
The Effects of Delay on Signaling

Analyzing and Troubleshooting Choppy and Garbled Audio
Packet Drops
Queuing Problems
The Effect of VAD on Voice Quality

Troubleshooting Problems with One-way or No-way Audio

@ Pearson


https://www.pearson.de/9781587053603

Table of Contents

Verifying IP Connectivity
One-way Audio on Cisco I0S Software Gateways
NAT, PAT, and Firewalls

Troubleshooting Echo Problems
Sources of Echo
Talker Versus Listener Echo
What Makes Echo a Problem
How an Echo Canceller Works
Eliminating Echo

Best Practices

Summary

Chapter 8 Fax Machines and Modems
Understanding Fax Machine Operation
Basic Fax Machine Operation
Understanding Fax/Modem Passthrough Versus Fax Relay
Fax/Modem Passthrough
Fax Relay Basics
The Effect of Packet Loss and Jitter on Fax Machines and Modems
First Steps in Troubleshooting Fax and Modem Problems
Checking for Physical Layer Problems on Digital Circuits
Isolating and Troubleshooting Fax Problems
Adjusting the Fax Relay Data Rate
Disabling Error Correction Mode
Changing the Nonstandard Facilities Field
Changing the Fax Protocol
Checking the fax interface-type Command
Enabling Fax Relay Debugs
Best Practices

@ Pearson


https://www.pearson.de/9781587053603

Table of Contents

Summary

Chapter 9 Call Routing
Understanding Closest-match Routing
Common Problems Associated with Closest-match Routing
Understanding Calling Search Spaces and Partitions
Calling Search Space/Partition Rules
Event-specific Calling Search Spaces
Call Forwarding Calling Search Spaces
Understanding and Troubleshooting Transformations and Masks
Digit Discard Instructions (DDls)
Understanding the Concept of Masks
Transformation Rules
Service Parameter-related Transformations
Understanding and Troubleshooting Translation Patterns
Understanding Route Filters
Digit Transformation Troubleshooting
Call Routing Troubleshooting
Reading CCM Traces for Call Routing Information
Troubleshooting Hold, Transfer, Park, and Call Pickup
Call Hold and Resume
Call Transfer
Call Park
Call Pickup
Getting the Dialing Forest Traces
Best Practices
Toll Fraud Prevention

Summary
Chapter 10 Call Preservation

@ Pearson


https://www.pearson.de/9781587053603

Table of Contents

Understanding Call Preservation
Survivable Endpoints
Nonsurvivable Endpoints
Media Processing Resources

Troubleshooting Call Preservation Issues
Best Practices
Summary

Chapter 11 Conference Bridges, Transcoders, and Media
Termination Points
Media Resource Groups (MRGs) and Media Resource Group Lists
(MRGLs)
MRGL Selection
Understanding Codec Selection
Transcoder Resources
Regions and the Regions Codec Matrix
Out-of-resource Conditions
Use of Transcoders in Conjunction with Other Media Resources
Conference Bridge Devices
Types of Conference Bridges
Troubleshooting "No Conference Bridge Available”
Troubleshooting Conference Failures
Other Conferencing Error Messages

Best Practices
Summary

Chapter 12 Music on Hold
Understanding MOH
Troubleshooting Data Points

@ Pearson


https://www.pearson.de/9781587053603

Table of Contents

Performance Counters
CCM Trace Files

Troubleshooting MOH
Resolving Problems Related to Multicast and Unicast
Determining Why Tone on Hold Is Playing
Troubleshooting the Audio Translator
Troubleshooting the Live Audio Source

Best Practices

Summary

Chapter 13 Call Admission Control

Locations-based CAC
Setting LocationsTraceDetailsFlag and CDCC Values
The Role of Regions in CAC
Locations-based CAC in Action
Locations Reservations for Media Resources
Finding Bandwidth Leaks
Locations and Call Preservation Interaction
Troubleshooting Automated Alternate Routing
Gatekeeper Call Admission Control
Checking Gatekeeper Configuration
Verifying Gatekeeper Configuration on CallManager
CallManager Registration with Gatekeeper
Call Setup with Gatekeeper
Best Practices

Summary

Chapter 14 Voice Malil

Cisco Unity
CallManager Integration

@ Pearson


https://www.pearson.de/9781587053603

Table of Contents

Message Waiting Indicator (MWI)
Dual-Tone Multifrequency (DTMF) Relay Problems
Additional Unity Troubleshooting
More Troubleshooting Resources for Unity
SMDI Integration
Understanding SMDI Messages
Cisco Messaging Interface
Message Waiting Indicator Problems
Cisco VG248 SMDI Integration
Octel Voice Mail Digital Integration Via a DPA Voice Mail Gateway
Verify Cabling
Check Port Status
Troubleshooting DPA MWI Problems
Using the DPA Event Log
Best Practices
Summary

Chapter 15 Survivable Remote Site Telephony (SRST)
SRST Operation
SRST Configuration
IP Phone Registration
SRST Dial Plan
Debugging Call Control in SRST Mode
Problems with Transferring Calls in SRST Mode
IP Phones Stuck in SRST Mode
Voice Mail and Forwarding Features in SRST Mode
DHCP Considerations When Using SRST
Best Practices
Summary

@ Pearson


https://www.pearson.de/9781587053603

Table of Contents

Chapter 16 Applications
Customer Response Applications (CRA)
Checking TSP or JTAPI Plugin Versions
IP IVR and IP AA
Extension Mobility for CallManager 3.1 and 3.2
Extension Mobility for CallManager 3.3
Troubleshooting Extension Mobility on CallManager 3.3
Cisco CallManager Attendant Console
Understanding the Server Components
Understanding the Attendant Console Client
Troubleshooting Attendant Console
Cisco Personal Assistant
Call Routing Problems and Personal Assistant
Personal Assistant and Message Waiting Indicator Issues
Cisco IP SoftPhone
Line Number Displays, But No Dial Tone
Echo Problems with Cisco IP SoftPhone
One-way Audio and Using Cisco IP SoftPhone over VPN
Cisco IP SoftPhone Has No Lines
Cisco IP Phone Services
Cisco IP Videoconferencing (IP/VC)
Cisco Conference Connection
Ensure the Necessary Services Are Started
Using Event Viewer with Conference Connection
Cisco Emergency Responder (ER)
Summary

Chapter 17 SQL Database Replication
Understanding the Publisher-Subscriber Model

@ Pearson


https://www.pearson.de/9781587053603

Table of Contents

Troubleshooting the Publisher-Subscriber Relationship
The Role of Name Resolution and Passwords in Replication
Microsoft SQL Server Enterprise Manager
Correcting Replication Errors
Re-establishing a Broken SQL Replication Subscription
Reinitializing a Subscription
CDR Replication Issues
Subscriber Is Not Configured to Generate CDRs
Database Layer Monitor Is Not Running Properly
Additional Problems with Writing CDRs

Best Practices
Summary
Chapter 18 LDAP Integration and Replication

Directory Integration Versus Directory Access
Providing Endpoints with Corporate Directory Access

Using the CallManager Embedded Directory
Troubleshooting the CallManager Embedded Directory

Understanding and Troubleshooting Active Directory Integration

Troubleshooting Common Problems with Installing the Customer Directory
Configuration Plugin

Understanding and Troubleshooting Netscape iPlanet Integration
Best Practices
Summary
Appendix A: Cisco IP Telephony Protocol and Codec
Information and References
Protocols
Codecs

@ Pearson


https://www.pearson.de/9781587053603

Table of Contents

Appendix B: NANP Call Routing Information

Appendix C: Decimal to Hexadecimal and Binary Conversion
Table

Appendix D: Performance Objects and Counters

Cisco Performance Objects and Counters
Cisco Analog Access Object
Cisco CallManager Object
Cisco CallManager Attendant Console ObjectRelease 3.3(2)
Cisco CallManager System Performance Object
Cisco CTIl Manager Object
Cisco Gatekeeper Object
Cisco H.323 Object
Cisco HW Conference Bridge DeviceRelease 3.3(2)
Cisco Lines Object
Cisco Locations Object
Cisco Media Streaming App Object
Cisco Media Termination Point ObjectThrough Release 3.3(2)
Cisco Messaging Interface Object
Cisco MGCP FXO Device Object
Cisco MGCP FXS Device Object
Cisco MGCP Gateways Object
Cisco MGCP PRI Device Object
Cisco MGCP T1 CAS Device Object
Cisco MOH Device Object
Cisco MTP Device Object
Cisco Music on Hold Server ObjectThrough Release 3.3(2)
Cisco Phones Object
Cisco SW Conference Bridge ObjectThrough Release 3.3(2)
Cisco SW Conference Bridge Device ObjectRelease 3.3(2)

@ Pearson


https://www.pearson.de/9781587053603

Table of Contents

Cisco TFTP Object
Cisco Transcode Device Object
Cisco Unicast Hardware Conference Object
Cisco Unicast Software Conference Bridge Device ObjectThrough Release
3.3(1)
Cisco WebAttendant ObjectThrough Release 3.3(1)
Windows 2000 Objects

Glossary
A

I O M moOOoO W


https://www.pearson.de/9781587053603

WXYZ
Index

Table of Contents



https://www.pearson.de/9781587053603

