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Praise for Mastering Risk Management

‘Here is a straightforward, no-nonsense guide to risk and its integral role in the 

 management process. Using clear examples, Blunden and Thirlwell distil their insights 

on why respect for risk is a crucial success factor for business. Ignore it at your peril.’ 

Jane Platt, Chair of Zurich Assurance Ltd;  

Chair of LifeSight by Willis Towers Watson;  

former non-executive director of the FCA

‘Forewarned is forearmed. This masterpiece successfully navigates useful practical steps, 

tools, frameworks and techniques to manage, anticipate and address new and  emerging 

risks while tackling existing ones. In today’s world of risk and reward, this is a must 

read.’

Sir Peter Estlin, independent non-executive director,  

Rothschild & Co; Chair, FutureDotNow;  

former Lord Mayor of the City of London

‘Read this book to help understand that risk management is about both challenge and 

opportunity. This book helps you to navigate the perilous waters of business with tools 

and techniques to help you sleep at night.’

Mark Sismey-Durrant, Chairman, Cashplus Bank;  

Chair, Strategy Advisory Board, Loughborough  

University School of Business and Economics

‘The events of 2020 and 2021 have caused everyone to consider their true readiness 

for the magnitude of “disruption” caused by the global pandemic and, as a consequence, 

they have had to review and even revise their contingency plans. It is very apt therefore 

that these expert authors have written a book that provides guidance and prompts on 

key considerations that are wholly appropriate to all sectors.’

Marty Wright, Academic Head,  

U2BInstitute, Glasgow Caledonian University

https://www.pearson.de/9781292331324


Mastering Risk Management

Table of Contents

Front Cover

Half Title

Title Page

Copyright Page

Contents

About the authors

Publisher's acknowledgements

Preface

PART 1: Setting the scene

1 What Do We Mean by Risk Management?

Introduction

Defining risk

Cause and effect

External risks and horizon scanning

Integrated risk management

Summary

2 Business Benefits of Risk Management

Introduction: why risk management?

Benefits of getting risk management right

What keeps management awake

Risk management as a marketing tool

Business optimisation

Summary

3 Risk Management and Culture

https://www.pearson.de/9781292331324


Table of Contents

Introduction: the challenge

What do we mean by organisational culture?

Culture and risk culture

Diversity, inclusion and culture

Why risk management culture matters

Embedding and sustaining risk management culture

How do we know we've changed? Assessing and monitoring culture and

change

Independent assurance and internal audit

Summary

4 Risk Appetite

Introduction

Risk profile, risk capacity and risk appetite

Risk appetite in the business

Quantitative and qualitative appetites

Risk appetite components

Risk appetite framework

Risk appetite statement

Risk appetite limits

A practical approach to qualitative risk appetite limits

Control appetite as a part of risk appetite

Summary

PART 2: Risk management tools

5 Implementing the Risk Management Framework

Introduction

Governance and leadership

Getting buy-in throughout the firm

Risk management frameworks

Risk policy

Summary

6 Risk Management and Risk and Control Self-Assessments

https://www.pearson.de/9781292331324


Table of Contents

Introduction

The risk register

Getting the level of assessment right

Strategic risk assessments (risk assessments by another name!)

Risk identification

Risk assessment

Mitigating risks (including risk transfer)

Assessing risk management controls

Control types and their effect on risks

Challenging assessment scores

Using the data for management-actionable risk appetite

Summary

7 Risk Management and Indicators

Introduction: what do we mean by key?

Approaches to KRI identification

Links between risks, controls, KRIs and KCIs

Thresholds and risk appetite

Predictive risk management indicators

Reporting risk management KRI data

Summary

8 Risk Management and Events

Introduction

Enterprise-wide events and strategic events

Collecting risk events

Analysing risk events

Gains and offsets

Summary

9 Risk Management and Scenarios

Introduction

Why use scenarios?

What's the difference between scenarios and stress testing?

https://www.pearson.de/9781292331324


Table of Contents

Risk scenarios are much more than credit risk

Scenario governance

Developing risk scenarios

Developing a set of practical scenarios

Typical problems following scenario development

Applying risk scenarios

Summary

10 How Do You Model Risk Management Data?

Introduction

What business benefits can I get from modelling?

How can we use modelling?

Data requirements: using all four data sets for your modelling

What is Monte Carlo simulation?

How does confidence level and holding period affect the modelling?

Is correlation and causation different?

What is diversification?

Summary

11 How Do You Challenge the Model?

Introduction

Parameters that affect the economic capital

The tail problem

Summary

12 Risk Management and Reporting

Introduction: why reporting matters

Communicating key messages and other common issues

Basic principles

User needs and report types

Summary

PART 3: The practical business side of risk

management: what keeps management awake at night

https://www.pearson.de/9781292331324


Table of Contents

13 Independent Assurance

Introduction

Independent assurance

Internal and external assurance

Internal audit and risk management oversight

The role of internal audit

Audit committees

Effective internal audit

Summary

14 People Risk Management

Introduction  why it's all about people

The human resources department

Elements of people risk management

Safety and security

Mitigating people risks

Key people indicators

Summary

15 Reputation Damage

Introduction: what is reputation?

Reputation and brand

Stakeholders

How can reputation be damaged?

A framework for reputation management

Reputation controls

Managing intermediary reputation

It won't happen to me: what to do when it does

Summary  The positives

16 Information Security and Cyber Risk Management

Introduction

Information security risk management framework

Cyber risk management

https://www.pearson.de/9781292331324


Table of Contents

Summary

17 Business Survival and Recovery

Introduction: ensuring survival

Business survival and operational resilience

Policy and governance

Business impact analysis

Threat and risk assessment

The strategy and plan

Testing the plan

Maintenance and continuous improvement

Summary

18 Third Parties, Outsourcing and Supply Chain Risk

Management

Introduction

Deciding to outsource

The outsourcing project  getting it right at the start

Outsourcing  risk assessment

Some tips on the request for proposal

Selecting the supplier

Some tips on Service Level Agreements

Managing the outsourcing project

Exit strategy

Supply chains

Third-party risk management

Summary

Notes

Index

Back Cover

https://www.pearson.de/9781292331324

