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ERRO03-C. Use runtime-constraint handlers when calling functions
defined by TR 24731-1

ERRO04-C. Choose an appropriate termination strategy

ERRO05-C. Application-independent code should provide error detection
without dictating error handling

ERRO06-C. Understand the termination behavior of assert() and abort()

ERRS30-C. Set errno to zero before calling a library function known to
set errno, and check errno only after the function returns a value
indicating failure

ERR31-C. Do not redefine errno

ERR32-C. Do not rely on indeterminate values of errno

Chapter 14 Miscellaneous (MSC)

@ Pearson


https://www.pearson.de/9780321603180

MSCO00-C.
MSCO01-C.
MSCO02-C.
MSCO03-C.
MSCO04-C.
MSCO05-C.
MSCO06-C.

Table of Contents

Compile cleanly at high warning levels

Strive for logical completeness

Avoid errors of omission

Avoid errors of addition

Use comments consistently and in a readable fashion
Do not manipulate time_t typed values directly

Be aware of compiler optimization when dealing with

sensitive data

MSCO07-C.
MSCO08-C.
MSCO09-C.
MSC10-C.
MSC11-C.
MSC12-C.
MSC13-C.
MSC14-C.
MSC15-C.
MSC30-C.

Detect and remove dead code

Library functions should validate their parameters
Character encoding: use subset of ASCII for safety
Character encoding: UTF-8-related issues
Incorporate diagnostic tests using assertions

Detect and remove code that has no effect

Detect and remove unused values

Do not introduce unnecessary platform dependencies
Do not depend on undefined behavior

Do not use the rand() function for generating

pseudorandom numbers

MSC31-C.

Ensure that return values are compared against the

proper type
Appendix: POSIX (POS)
POSO00-C. Avoid race conditions with multiple threads
POSO01-C. Check for the existence of links
POS02-C. Follow the principle of least privilege
POS30-C. Use the readlink() function properly
POS31-C. Do not unlock or destroy another thread's mutex
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POS32-C. Include a mutex when using bit-fields in a multithreaded
environment

POS33-C. Do not use vfork()

POS34-C. Do not call putenv() with a pointer to an automatic variable as
the argument

POS35-C. Avoid race conditions while checking for the existence of a
symbolic link

POS36-C. Observe correct revocation order while relinquishing privileges
POS37-C. Ensure that privilege relinquishment is successful
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