NI
CISCO.

Transforming
Campus Networks to
Intent-Based Networking

Enabling Your Network for the Future

ciscopress.com P ieter' J an N ef kens


https://www.pearson.de/9780135466247

Transforming Campus
Networks to Intent-Based
Networking

Pieter-Jan Nefkens

Cisco Press
221 River Street
Hoboken, NJ 07030 USA


https://www.pearson.de/9780135466247

Transforming Campus Networks to
Intent-Based Networking

Table of Contents

Cover

Title Page
Copyright Page
Credits
Contents
Introduction

Part I: Overview of Intent-Based Networking

Chapter 1 Classic Campus Network Deployments

Campus Design Fundamentals
Three-Tier Design
Two-Tier/Collapsed-Core Design
Single-Switch Design

Wireless Networks
Central Controller with Central Breakout
Local Controller with Local Breakout
Central Controller with FlexConnect
Mobility Express
Anchor Controller

Design Choices
Handling Redundancy
Cloud-Managed

Summary

Chapter 2 Why Change Current Networks? A Need for Change

@ Pearson


https://www.pearson.de/9780135466247

Table of Contents

Wireless/Mobility Trends

Connected Devices (loT/Non-User Operated Devices)
Complexity

Manageability

Cloud (Edge)

(Net)DevOps

Digitalization

Summary

Chapter 3 Enterprise Architecture
What Is an Architecture Framework?

The TOGAF® Standard
Aspects of the TOGAF®
Framework, Tool, and Methodology
Pragmatic Approach
Iterative
Four Types of Architectures
Business Architecture
Data Architecture
Application Architecture
Technology Architecture
ADM
Preliminary Phase
Phase A. Architecture Vision
Phase B. Business Architecture
Phase C. Information Systems Architecture
Phase D. Technology Architecture
Phase E. Opportunities and Solutions
Phase F. Migration Planning
Phase G. Implementation Governance
Phase H. Architecture Change Management
Requirements Management

Guidelines and Principles


https://www.pearson.de/9780135466247

Table of Contents

Building Blocks
Repository
Enterprise Architectures

Summary

Chapter 4 Cisco Digital Network Architecture
Requirements

Faster Innovation
Flexibility
Context
Intelligent Feedback Mechanism
Integration and Faster Deployment
Reducing Complexity and Cost
Simplicity
Increased Efficiency
Compliancy and Technology
Security
External Compliancy Rules and Regulations
High Availability
Cloud-Enablement

Cisco DNA Design Concept
Cloud Service Management
Automation
Identity
Analytics
Infrastructure
Security

Design Principles
Virtualize Network Functions (VNF)
Design for Automation
Pervasive Analytics

Policy Driven and Software Defined

Common Design Principles

@ Pearson


https://www.pearson.de/9780135466247

Table of Contents

Cisco DNA-Ready Infrastructure

Open Standards

Use of API

Security Everywhere
Overview of Cisco Solutions
Summary

Chapter 5 Intent-Based Networking
What Is Intent?
Intent-Based Networking Perspective
Intent-Based Networking Designs
SDA
How SDA Works
Classic VLAN
Summary

Two Designs

Chapter 6 Tools for Intent
What Is Network Automation?
Network Automation Tools

Cisco DNA Center
Prime Infrastructure and APIC-EM
Network Services Orchestrator
Puppet Enterprise
Ansible
Control Engine
Control Tower
Build Your Own Tool
Section Summary
Network Analytics
Validation of Intent
Network Function Analytics
Network Services Availability

Trend Analysis


https://www.pearson.de/9780135466247

Table of Contents

Application Behavior Analytics

Network Analytics Tools

DNA Center Assurance
Prime Infrastructure
NetBrain

Ansible

Summary

Network Automation

Network Analytics

Part II: Transforming to an Intent-Based Network

Chapte

r 7 Phase One: Identifying Challenges

Challenges in Day-to-Day Operations

Inve

ntory

Level of Standardization

Existing and Up-to-Date Wired Campus Design

Wireless Design

Shared Switch Configuration

Access Port Configuration

Uplink Standardization

VLAN Configuration Consistent and Identical Across Locations

Standardized Configuration Across Locations

Maturity Level of an Organization

Level 1: Ad Hoc

Level 2: Repetitive But Intuitive
Level 3: Defined

Level 4: Managed and Measurable
Level 5: Optimized

COBIT Framework Summary

Stakeholders
Prioritize

Action Plan

@ Pearson


https://www.pearson.de/9780135466247

Management Summary
Analysis

Action List

Decision List

Estimated Timeline

Summary

Table of Contents

Chapter 8 Phase Two: Prepare for Intent
Matching Requirements

Organizational Requirements

Maturity Level of an Organization

Resource Availability

Network Infrastructure Requirements

Standardization of Campus Configuration

Migrating from Port Centric to Policy Centric

VLAN Numbering

Standardization of Configuration

Access Switch
Distribution Switch

Wireless Network

Introducing Assurance/Visibility

Introducing Automation

Day-n Operations
Day-0 Operations
Day-2 Operations
Day-1 Operations

Summary of Automation

Risks of This Phase
Summary

Chapter 9 Phase Three: Design, Deploy, and Extend

Lab

Environment

Which Technology?

@ Pearson

Software Defined Access


https://www.pearson.de/9780135466247

Table of Contents

Classic VLAN
Deploy a Baseline
SDA
LAN Automation
Manual Configuration
Section Summary
Classic VLAN
Extracting a Baseline
Migration Strategies
Convert to Intents
Extend Intent Based
Location
Intents
Section Summary
Increase Security
802.1x Security
Requirements
Phase One: Introducing and Configuring IEEE 802.1x
Phase Two: Monitor and Improve
Phase Three: Optimize Policies
Scalable Group Tags
Risks
Transition to SDA
Scalability
Training

Summary

Chapter 10 Phase Four: Enable Intent
Why Enable Intent Further?
APIs for Intent
Step 1: Identify Network Intents
Step 2: Generalize Network Intents

Step 3: Define Concept API Definitions

@ Pearson


https://www.pearson.de/9780135466247

Table of Contents

Step 4: Match API Calls Against Tool

Step 5: Create Network Intents Service Catalog
Bringing IBN to the Enterprise

Communication Plan

Understand the Business

Set Up Pilots or Proof of Concepts

Build Apps/Portals to Support the Business

Share Successes and Failures
Intent-Based Examples

Response to Security Incidents

Organizing a Meeting

Authorized Access

Summary

Part Ill: Organizational Aspects

Chapter 11 Architecture Frameworks
Enterprise Architecture
Impact of IBN
Analytics
Cloud Service Management and Automation
Infrastructure

Summary

Chapter 12 Enabling the Digital Business

What Is Digitalization?

Stages in Digitalization
Stage 1: Business and IT Alignment
Stage 2: IT as a Business Enabler
Stage 3: IT Proactively Supporting the Business
Stage 4: IT Changes Business Processes
Summary of Digitalization Stages

Design Thinking

Cisco Design Thinking Framework

@ Pearson


https://www.pearson.de/9780135466247

Table of Contents

Intent-Based Networking
Organizational Impact
Architecture
Network Design
Network Operations

Summary

Chapter 13 IT Operations
Common Frameworks Within IT Operations
ITIL
Stage 1: Service Strategy
Stage 2: Service Design
Stage 3: Service Transition
Stage 4: Service Operation
Stage 5: Continual Service Improvement (CSI)
DevOps
Lean
Five Key Principles
Lean for IT
Summary of Common Frameworks Within IT Operations
Potential Conflicts and Recommendations
Common Design Patterns Change
Management by Exception
Work Cross-Domain
Organizational Change
Summary
Common Design Pattern Change
Management by Exception
Cross Domain

Organizational Change

Chapter 14 Tips to Make Your IBN Journey a Success
Human Change
Fear

@ Pearson


https://www.pearson.de/9780135466247

Table of Contents

Quid Pro Quo and Incentives
Challenge

Failure

Forward Thinking

Ownership

Training and Demonstration
Stakeholders and Governance
Lifecycle Management

Summary
Appendix A: Campus Network Technologies
Appendix B: (online only) Sample Configurations
Index


https://www.pearson.de/9780135466247

