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Chapter 1 Manage identity and compliance
Skill 1.1: Add devices to Microsoft Entra ID

Implement identity solutions
Choose an appropriate device join type
Register devices to Microsoft Entra ID
Join devices to Microsoft Entra ID
Perform device management tasks
Synchronize devices to Entra ID
Plan and implement groups for devices in Microsoft Entra ID
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Skill 1.2: Enroll devices to Microsoft Intune
Configure enroliment settings

Configure automatic enrollment for Windows and bulk enrollment for iOS and
Android

Configure enrollment profiles for Android devices, including fully managed, dedicated,
corporate-owned, and work profile

Enroll devices
Skill 1.3: Implement identity and compliance
Manage roles in Intune
Implement compliance policies for all supported device platforms by using Intune
Implement conditional access policies that require a compliance status
Manage the membership of local groups on Windows devices
Implement and manage LAPS for Entra ID
Implement user authentication
Synchronizing on-premises identities to Entra ID
Configure Windows Hello for Business
Chapter summary
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Scenario 1
Scenario 2
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Chapter 2 Manage and maintain devices
Skill 2.1: Deploy and upgrade Windows clients by using cloud-based tools
Choose between Windows Autopilot and provisioning packages
Plan and implement provisioning packages
Plan and implement device upgrades for Windows 11
Plan and Implement Windows Autopilot
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Implement a Windows 365 Cloud PC deployment
Skill 2.2: Plan and implement device configuration profiles
Plan device configuration profiles
Implement configuration profiles
Configure policy sets
Monitor and troubleshoot configuration profiles
Skill 2.3: Implement Intune Suite add-on capabilities
Configure Endpoint Privilege Management
Manage applications by using the Enterprise App Catalog
Implement Microsoft Intune Advanced Analytics
Configure Microsoft Intune Remote Help
Identify use cases for Cloud PKI
Implement Microsoft Tunnel for MAM
Skill 2.4: Perform remote actions on devices
Sync, restart, retire, or wipe devices
Implement Windows Admin Center
Implement PowerShell remoting and Windows Remote Management (WinRM)
Chapter summary
Thought experiment
Scenario 1
Scenario 2
Scenario 3
Scenario 4
Thought experiment answers
Scenario 1
Scenario 2
Scenario 3

@ Pearson


https://www.pearson.de/9780135417065

Table of Contents

Scenario 4

Chapter 3 Manage applications
Skill 3.1: Deploy and update apps
Prepare applications for deployment by using Intune
Deploy apps by using Intune
Deploy Microsoft 365 Apps as part of a Windows Autopilot deployment by using
the Microsoft Office Deployment Tool (ODT) or Office Customization Tool
(OCT)
Manage Microsoft 365 Apps by using the Microsoft 365 Apps admin center
Deploy Microsoft 365 Apps by using Intune
Configure policies for Office apps
Deploy apps to platform-specific app stores by using Intune
Enable sideloading of apps
Skill 3.2: Plan and implement app protection and app configuration policies
Plan and Implement App Protection policies
Implement conditional access policies for app protection policies
Plan and implement app configuration policies for managed apps and managed
devices
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Chapter 4 Protect devices

Skill 4.1: Configure endpoint security
Create disk encryption policies
Create antivirus policies
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Create firewall policies
Implement additional security features in Windows
Plan and implement security baselines in Intune
Configure attack surface reduction policies
Integrate Intune with Microsoft Defender for Endpoint
Onboard devices into Microsoft Defender for Endpoint
Implement automated response capabilities in Defender for Endpoint
Review the Microsoft Defender Vulnerability Management dashboard
Skill 4.2: Manage device updates by using Intune
Plan for device updates
Create and manage update rings by using Intune
Configure Windows client delivery optimization by using Intune
Create and manage update policies by using Intune, including iOS and macOS
Manage Android updates by using configuration profiles or FOTA deployments
Monitor updates
Troubleshoot updates
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Chapter 5 MD-102 Endpoint Administrator exam updates

The purpose of this chapter
About possible exam updates
Impact on you and your study plan

Exam objective updates
Updated technical content
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