William Stallings

Foundations of
Modern Networking

SDN, NFV, QoE, loT, and Cloud

un it Iﬁl\m\“\‘
|‘|nrllun| I! ﬂ}l\\“““



https://www.pearson.de/9780134175423

THE WILLIAM STALLINGS BOOKS ON COMPUTER
AND DATA COMMUNICATIONS TECHNOLOGY

DATA AND COMPUTER COMMUNICATIONS, TENTH EDITION

A comprehensive survey that has become the standard in the field, covering (1) data communications, including
transmission, media, signal encoding, link control, and multiplexing; (2) communication networks, including
circuit and packet switched, Frame Relay, ATM, and LANSs; (3) the TCP/IP protocol suite, including IPv6, TCP, MIME,
and HTTP, as well as a detailed treatment of network security. Received the 2007 Text and Academic Authors
Association (TAA) award for the best Computer Science and Engineering Texthook of the year.

WIRELESS COMMUNICATION NETWORKS AND SYSTEMS (with Cory Beard)

A comprehensive, state-of-the art survey. Covers fundamental wireless communications topics, including
antennas and propagation, signal encoding techniques, spread spectrum, and error-correction techniques.
Examines satellite, cellular, wireless local loop networks, and wireless LANs, including Bluetooth and 802.11.
Covers wireless mobile networks and applications.

COMPUTER SECURITY, THIRD EDITION (with Lawrie Brown)

A comprehensive treatment of computer security technology, including algorithms, protocols, and applications.
Covers cryptography, authentication, access control, database security, cloud security, intrusion detection and
prevention, malicious software, denial of service, firewalls, software security, physical security, human factors,
auditing, legal and ethical aspects, and trusted systems. Received the 2008 TAA award for the best Computer
Science and Engineering Texthook of the year.

OPERATING SYSTEMS, EIGHTH EDITION

A state-of-the art survey of operating system principles. Covers fundamental technology as well as contemporary
design issues, such as threads, SMPs, multicore, real-time systems, multiprocessor scheduling, embedded 0Ss,
distributed systems, clusters, security, and object-oriented design. Third, fourth and sixth editions received the
TAA award for the best Computer Science and Engineering Textbook of the year.

CRYPTOGRAPHY AND NETWORK SECURITY, SIXTH EDITION

Atutorial and survey on network security technology. Each of the basic building blocks of network security,
including conventional and public-key cryptography, authentication, and digital signatures, are covered. Provides
a thorough mathematical background for such algorithms as AES and RSA. The book covers important network
security tools and applications, including S/MIME, IP Security, Kerberos, SSL/TLS, network access control, and
Wi-Fi security. In addition, methods for countering hackers and viruses are explored. Second edition received
the TAA award for the best Computer Science and Engineering Texthook of 1999.

NETWORK SECURITY ESSENTIALS, FIFTH EDITION

A tutorial and survey on network security technology. The book covers important network security tools and
applications, including S/MIME, IP security, Kerberos, SSL/TLS, network access control, and Wi-Fi security.
In addition, methods for countering hackers and viruses are explored.

BUSINESS DATA COMMUNICATIONS, SEVENTH EDITION (with Tom Case)

A comprehensive presentation of data communications and telecommunications from a business perspective.
Covers voice, data, image, and video communications and applications technology and includes a number of
case studies. Topics covered include data communications, TCP/IP, cloud computing, Internet protocols and
applications, LANs and WANs, network security, and network management.

COMPUTER ORGANIZATION AND ARCHITECTURE, TENTH EDITION

A unified view of this broad field. Covers fundamentals such as CPU, control unit, microprogramming, instruction
set, 1/0, and memory. Also covers advanced topics such as multicore, superscalar, and parallel organization.
Five-time winner of the TAA award for the hest Computer Science and Engineering Textbook of the year.


https://www.pearson.de/9780134175423

Foundations of Modern Networking: SDN,
NFV, QoE, loT, and Cloud

Table of Contents

Cover

Title

Copyright

About the Author

About the Contributing Authors
Acknowledgments

Table of Contents

Preface

PART I: MODERN NETWORKING

Chapter 1: Elements of Modern Networking
1.1 The Networking Ecosystem
1.2 Example Network Architectures
1.3 Ethernet
1.4 Wi-Fi
1.5 4G/5G Cellular
1.6 Cloud Computing
1.7 Internet of Things
1.8 Network Convergence
1.9 Unified Communications
1.10 Key Terms
1.11 References

Chapter 2: Requirements and Technology

@ Pearson


https://www.pearson.de/9780134175423

Table of Contents

2.1 Types of Network and Internet Traffic

2.2 Demand: Big Data, Cloud Computing, and Mobile Traffic
2.3 Requirements: QoS and QoE

2.4 Routing

2.5 Congestion Control

2.6 SDN and NFV

2.7 Modern Networking Elements

2.8 Key Terms

2.9 References

PART II: SOFTWARE DEFINED NETWORKS
Chapter 3: SDN: Background and Motivation

3.1 Evolving Network Requirements
3.2 The SDN Approach

3.3 SDN- and NFV-Related Standards
3.4 Key Terms

3.5 References

Chapter 4: SDN Data Plane and OpenFlow
4.1 SDN Data Plane
4.2 OpenFlow Logical Network Device
4.3 OpenFlow Protocol
4.4 Key Terms

Chapter 5: SDN Control Plane
5.1 SDN Control Plane Architecture
5.2 ITU-T Model
5.3 OpenDaylight
5.4 REST
5.5 Cooperation and Coordination Among Controllers
5.6 Key Terms
5.7 References

@ Pearson


https://www.pearson.de/9780134175423

Table of Contents

Chapter 6: SDN Application Plane
6.1 SDN Application Plane Architecture
6.2 Network Services Abstraction Layer
6.3 Traffic Engineering
6.4 Measurement and Monitoring
6.5 Security
6.6 Data Center Networking
6.7 Mobility and Wireless
6.8 Information-Centric Networking
6.9 Key Terms

PART IIl: VIRTUALIATION

Chapter 7: Network Functions Virtualization: Concepts and Architecture
7.1 Background and Motivation for NFV
7.2 Virtual Machines
7.3 NFV Concepts
7.4 NFV Benefits and Requirements
7.5 NFV Reference Architecture
7.6 Key Terms
7.7 References
Chapter 8: NFV Functionality
8.1 NFV Infrastructure
8.2 Virtualized Network Functions
8.3 NFV Management and Orchestration
8.4 NFV Use Cases
8.5 SDN and NFV
8.6 Key Terms
8.7 References
Chapter 9: Network Virtualization
9.1 Virtual LANs

@ Pearson


https://www.pearson.de/9780134175423

Table of Contents

9.2 OpenFlow VLAN Support

9.3 Virtual Private Networks

9.4 Network Virtualization

9.5 OpenDaylights Virtual Tenant Network
9.6 Software-Defined Infrastructure

9.7 Key Terms

9.8 References

PART IV: DEFINING AND SUPPORTING USER NEEDS

Chapter 10: Quality of Service
10.1 Background
10.2 QoS Architectural Framework
10.3 Integrated Services Architecture
10.4 Differentiated Services
10.5 Service Level Agreements
10.6 IP Performance Metrics
10.7 OpenFlow QoS Support
10.8 Key Terms
10.9 References

Chapter 11: QoE: User Quality of Experience
11.1 Why QoE?
11.2 Service Failures Due to Inadequate QoE Considerations
11.3 QoE-Related Standardization Projects
11.4 Definition of Quality of Experience
11.5 QoE Strategies in Practice
11.6 Factors Influencing QoE
11.7 Measurements of QoE
11.8 Applications of QoE
11.9 Key Terms
11.10 References

@ Pearson


https://www.pearson.de/9780134175423

Table of Contents

Chapter 12: Network Design Implications of QoS and QoE
12.1 Classification of Q0E/QoS Mapping Models
12.2 IP-Oriented Parameter-Based QoS/QoE Mapping Models
12.3 Actionable QoE over IP-Based Networks
12.4 QoE Versus QoS Service Monitoring
12.5 QoE-Based Network and Service Management
12.6 Key Terms
12.7 References

PART V: MODERN NETWORK ARCHITECTURE: CLOUDS
AND FOG

Chapter 13: Cloud Computing
13.1 Basic Concepts
13.2 Cloud Services
13.3 Cloud Deployment Models
13.4 Cloud Architecture
13.5 SDN and NFV
13.6 Key Terms
Chapter 14: The Internet of Things: Components
14.1 The loT Era Begins
14.2 The Scope of the Internet of Things
14.3 Components of loT-Enabled Things
14.4 Key Terms
14.5 References
Chapter 15: The Internet of Things: Architecture and Implementation
15.1 IoT Architecture
15.2 loT Implementation
15.3 Key Terms
15.4 References

PART VI: RELATED TOPICS

@ Pearson


https://www.pearson.de/9780134175423

Table of Contents

Chapter 16: Security
16.1 Security Requirements
16.2 SDN Security
16.3 NFV Security
16.4 Cloud Security
16.5 loT Security
16.6 Key Terms
16.7 References
Chapter 17: The Impact of the New Networking on IT Careers
17.1 The Changing Role of Network Professionals
17.2 DevOps
17.3 Training and Certification
17.4 Online Resources
17.5 References

Appendix A: References

Glossary
A

— I MmO W

oz


https://www.pearson.de/9780134175423

s <cHwIDODT

Index

Table of Contents



https://www.pearson.de/9780134175423

