
https://www.pearson.de/9780132962193


800 East 96th Street

Indianapolis, Indiana 46240 USA

CompTIA® Healthcare 

IT Technician HIT-001 

Authorized Cert Guide

Joy Dark

Jean Andrews, Ph.D.

https://www.pearson.de/9780132962193


CompTIA Healthcare IT Technician
HIT-001 Cert Guide

Table of Contents

Table of Contents

Introduction

Chapter 1 Introducing Healthcare IT

The Importance of the HITECH Act

Getting to Know Healthcare

Types of Healthcare Facilities

Focus on Hospitals

Departments in the Hospital

Patient Flow Through a Hospital Stay

The Goals of Healthcare IT

Why Have IT in Healthcare?

Prepare for a Career in Healthcare IT

Chapter Summary

Key Terms

Acronym Drill

Review Questions

Practical Application

Chapter 2 Introducing Data Flow in HIT

Learning Support Flow

Getting to Know Information Systems

Getting to Know HIS

Functions of an HIS

Getting to Know the Interface

https://www.pearson.de/9780132962193


Table of Contents

The Message

The Message Path

Following the Data Flow

Three IS Sources of an ADT Message

Data Flow Other Than ADT

Chapter Summary

Key Terms

Acronym Drill

Review Questions

Practical Application

Chapter 3 Regulatory Requirements

Identifying Standard Agencies, Laws, and Regulations

Agencies Governing Healthcare

Healthcare Programs

Healthcare Laws

Regulations of Healthcare Laws

Learning HIPAA Controls and Compliance Issues

Learning Rules of Record Retention and Disposal

Types of Health Records

Record Retention

Record Disposal

Learning Legal Best Practices and Documentation

Chapter Summary

Key Terms

Acronym Drill

Review Questions

Practical Application

Chapter 4 Organizational Behavior

https://www.pearson.de/9780132962193


Table of Contents

Handling PHI

Physical Safeguards

Technical Safeguards

Applying Proper Communication Methods

E-Mail

IM Versus Secure Chat

EMR/EHR System

Fax

Secure FTP

Phone

VoIP

Identifying EHR/EMR Access Roles and Responsibilities

Medical and Medical Support Roles

Technical Roles

Third-Party Access

Role-Based Access and Exceptions

Access Based on Sensitive Patient Data

Levels of Access and Audit Trails

Identifying Organizational Structures and Different Methods of

Operation

Hospitals

Private Practices

Nursing Homes

Assisted Living Facilities

Surgical Centers

Home Healthcare

Hospice

Executing Daily Activities

Communication

IT Functions in a Healthcare Environment

https://www.pearson.de/9780132962193


Table of Contents

HIT Technician Presence in the Hospital

Chapter Summary

Key Terms

Acronym Drill

Review Questions

Practical Application

Chapter 5 IT Operations

How the Internet or an Intranet Works

The OSI Model

Application, Presentation, and Session Layer Protocols

Transport and Network Layers

Data Link and Physical Layers

Servers on the Network

Cloud Computing and Virtualization

Programming Languages

How a Network Works

Basic Network Devices and Hardware

Network Tools

Solving Network Problems

Managing Network Resources

Locally Hosted or Remote EHR and EMR Information Systems

Considerations for Servers on a Network

Maintain Backups and Downtime Procedures

Configuring a Workstation and Peripherals

Deploy a Workstation

Maintain Operating System Updates

Troubleshoot Common Problems

Peripheral Devices

Mobile Storage

https://www.pearson.de/9780132962193


Table of Contents

Mobile Computing Devices

Chapter Summary

Key Terms

Acronym Drill

Review Questions

Practical Application

Chapter 6 Medical Business Operations

Understanding the Clinical Environment

Medical Terms, Imaging, and Tests

Medical Departments

Clinical Environment

Supporting Software Used in Healthcare Facilities

Clinical Software and Modules

Document Imaging

Change Control

Support Requests

How a Healthcare Interface Works

HL7 Message

Typical Interface Issues

Chapter Summary

Key Terms

Acronym Drill

Review Questions

Practical Application

Chapter 7 Security

What Are We Up Against?

Social Engineering

Electronic Attacks

https://www.pearson.de/9780132962193


Table of Contents

Understanding Permission Levels

Understanding Physical Security

Location and Access

Environmental Security

Using Password Best Practices

Understanding Encryption Types

Types of Encryption

Communication

Storage

Dissemination of PHI

How to Secure Wireless Networks

How to Remotely Access the Facilitys Network

Securing Backups

Disposing of PHI

Chapter Summary

Key Terms

Acronym Drill

Review Questions

Practical Application

Appendix A: Answers to Acronym Drills, Review Questions, and

Practical Application Exercises

Chapter 1

Acronym Drill

Review Questions

Practical Application

Chapter 2

Acronym Drill

Review Questions

https://www.pearson.de/9780132962193


Table of Contents

Practical Application

Chapter 3

Acronym Drill

Review Questions

Practical Application

Chapter 4

Acronym Drill

Review Questions

Practical Application

Chapter 5

Acronym Drill

Review Questions

Practical Application

Chapter 6

Acronym Drill

Review Questions

Practical Application

Chapter 7

Acronym Drill

Review Questions

Practical Application

Appendix B: CompTIA Healthcare IT Technician ACRONYMS

Key Terms Glossary

A

B

C

D

E

F

https://www.pearson.de/9780132962193


Table of Contents

G

H

I

J

K

L

M

N

O

P

R

S

T

U

V

W

Index

https://www.pearson.de/9780132962193

