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Business Problem-based VPN Classification 119

These are the two major reasons why we don’t see many organizations using Internet, 

which cannot offer end-to-end quality of service, isolation, or security, as the infrastructure 

for their intra-organizational communications. Intranet VPNs were thus usually 

implemented with traditional technologies like X.25, Frame Relay, or ATM.

Inter-organizational communications frequently take place between central sites of the 

organizations—usually using dedicated security devices, such as firewalls or encryption 

gear similar to the setup demonstrated in Figure 7-3. These communications also might 

have less stringent quality of service requirements. This set of requirements makes the 

Internet more and more suitable for inter-organizational communications; therefore, it’s no 

surprise that more and more business-to-business traffic takes place over the Internet.

Figure 7-3 Typical Extranet Setup

Remote user access into a corporate network, typically from changing or unknown 

locations, is always riddled with security issues, which have to be resolved on an end-to-

end basis using such technologies as encryption or one-time passwords. Thus, the security 

requirements for VPDN services were never as high as the requirements for Intranet 

communications. It’s no surprise that most of the VPDN services today are implemented on 

top of Internet Protocol (IP), either over the Internet or using the private backbone of a 

service provider, as illustrated in Figure 7-4. The protocols used to implement VPDN 

service over IP include Layer 2 Forwarding (L2F) or Layer 2 Transport Protocol (L2TP).
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120 Chapter 7:  Virtual Private Network (VPN) Implementation Options

Figure 7-4 Service Provider Offering Separate VPDN Backbone

The VPDN technology uses a number of special terms that are unique to the VPDN world:

• Network Access Server (NAS)—The Remote Access Server (RAS) managed by the 

service provider that accepts the customer call, performs the initial authentication, and 

forwards the call (via L2F or L2TP) to the customer’s gateway.

• Home Gateway—A customer-managed router that accepts the call forwarded by the 

NAS, performs additional authentication and authorization, and terminates the PPP 

session from the dial-up user. The PPP session parameters (including network 

addresses, such as an IP address) are negotiated between the dial-up user and the 

home gateway; NAS only forwards frames of Point-to-Point Protocol (PPP) between 

the two.

NOTE The details of VPDN, L2F, and L2TP are beyond the scope of this book. Please refer to RFC

2341 Cisco Layer Two Forwarding (Protocol) “L2F” and RFC 2661 Layer Two Tunneling 

Protocol “L2TP” for additional information on these topics.
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Overlay and Peer-to-peer VPN Model
Two VPN implementation models have gained widespread use:

• The overlay model, where the service provider provides emulated leased lines to the 

customer.

• The peer-to-peer model, where the service provider and the customer exchange Layer 

3 routing information and the provider relays the data between the customer sites on 

the optimum path between the sites and without the customer’s involvement.

NOTE One might argue that the case where the customer and the provider use the same Layer 2 

technology (for example, Frame Relay or ATM switches) also constitutes a peer-to-peer 

model, but because we focus on Layer 3 VPN services here, we will not consider this scenario. 

Similarly, a humorous person might call a leased line service a Layer 1 peer-to-peer model.

Overlay VPN Model
The overlay VPN model is the easiest to understand because it provides very clear 

separation between the customer’s and the service provider’s responsibilities:

• The service provider provides the customer with a set of emulated leased lines. These 

leased lines are called VCs, which can be either constantly available (PVCs) or 

established on demand (SVCs). Figure 7-5 shows the topology of a sample overlay 

VPN and the VCs used in it.

Figure 7-5 Sample Overlay VPN Network
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• The customer establishes router-to-router communication between the Customer 

Premises Equipment (CPE) devices over the VCs provisioned by the service provider. 

The routing protocol data is always exchanged between the customer devices, and the 

service provider has no knowledge of the internal structure of the customer network. 

Figure 7-6 shows the routing topology of the VPN network in Figure 7-5.

Figure 7-6 Routing in Sample Overlay VPN Network

The QoS guarantees in the overlay VPN model usually are expressed in terms of bandwidth 

guaranteed on a certain VC (Committed Information Rate or CIR) and maximum 

bandwidth available on a certain VC (Peak Information Rate or PIR). The committed 

bandwidth guarantee usually is provided through the statistical nature of the Layer 2 service 

but depends on the overbooking strategy of the service provider. This means that the 

committed rate is not actually guaranteed although the provider can provision a Minimum 

Information Rate (MIR) that effectively is nailed up across the Layer 2 infrastructure. 

NOTE The committed bandwidth guarantee is also only a guarantee of the bandwidth between two 

points in the customer network. Without a full traffic matrix for all traffic classes, it’s hard 

for the customer to engineer guarantees in most overlay networks. It’s also hard to provide 

multiple classes of service because the service provider cannot differentiate the traffic in the 

middle of the network. Working around this by creating multiple connections (for example, 

Frame Relay PVCs) between the customer sites only increases the overall cost of the 

network.

Overlay VPN networks can be implemented with a number of switched WAN Layer 2 

technologies, including X.25, Frame Relay, ATM, or SMDS. In the last years, overlay VPN 

networks also have been implemented with IP-over-IP tunneling, both in private IP 

backbones and over the public Internet. The two most commonly used IP-over-IP tunneling 

methods are Generic Route Encapsulation (GRE) tunneling and IP Security (IPSec) 

encryption.
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NOTE This book does not discuss the various Layer 2 and Layer 3 overlay VPN technologies in 

detail because they are covered well in other Cisco Press publications and are beyond the 

scope of this book. For more information on Layer 2 WAN technologies, please refer 

to Internetworking Technologies Handbook, Second Edition, from Cisco Press (ISBN 

1-57870-102-3). For a description of IP-over-IP tunneling and IPSec encryption, please see 

RFC 1702 – Generic Routing Encapsulation over IPv4 networks, RFC 2401 – Security 

Architecture for the Internet Protocol, and Enhanced IP Services for Cisco Networks from 

Cisco Press (ISBN 1-57870-106-6).

Although it’s relatively easy to understand and implement, the overlay VPN model 

nevertheless has a number of drawbacks:

• It’s well suited to non-redundant configurations with a few central sites and many 

remote sites, but becomes exceedingly hard to manage in a more meshed 

configuration (see also the section, “Typical VPN Network Topologies,” later 

in this chapter for more details).

• Proper provisioning of the VC capacities requires detailed knowledge of site-to-site 

traffic profiles, which are usually not readily available.

Last but not least, the overlay VPN model, when implemented with Layer 2 technologies, 

introduces another unnecessary layer of complexity into the New World Service Provider 

networks that are mostly IP-based, thus increasing the acquisition and operational costs of 

such a network.

Peer-to-peer VPN Model
The peer-to-peer VPN model was introduced a few years ago to alleviate the drawbacks of 

the overlay VPN model. In the peer-to-peer model, the Provider Edge (PE) device is a router 

(PE-router) that directly exchanges routing information with the CPE router. Figure 7-7 

shows a sample peer-to-peer VPN, which is equivalent to the VPN in Figure 7-5.

NOTE The Managed Network service offered by many service providers, where the service 

provider also manages the CPE devices, is not relevant to this discussion because it’s only 

a repackaging of another service. The Managed Network provider concurrently assumes 

the role of the VPN service provider (providing the VPN infrastructure) and part of the VPN 

customer role (managing the CPE device).
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Figure 7-7 Sample Peer-to-peer VPN

NOTE Please note that this section describes the non-MPLS approach to peer-to-peer VPN as 

currently deployed by several large service providers and the complexities associated with 

it. The MPLS-based peer-to-peer VPN approach is described in the next chapter.

The peer-to-peer model provides a number of advantages over the traditional overlay 

model:

• Routing (from the customer’s perspective) becomes exceedingly simple, as the 

customer router exchanges routing information with only one (or a few) PE-router, 

whereas in the overlay VPN network, the number of neighbor routers can grow to a 

large number.
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