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Anomary Derecrion Tecunioues  NIST SP 800-94 lists the following as examples
of the types of attacks that are suitable for anomaly detection:

* Denial-of-service (DoS) attacks: Such attacks involve either significantly
increased packet traffic or significantly increase connection attempts, in an
attempt to overwhelm the target system. These attacks are analyzed in Chapter 7
Anomaly detection is well-suited to such attacks.

e Scanning: A scanning attack occurs when an attacker probes a target network
or system by sending different kinds of packets. Using the responses received
from the target, the attacker can learn many of the system’s characteristics and
vulnerabilities. Thus, a scanning attack acts as a target identification tool for an
attacker. Scanning can be detected by atypical flow patterns at the application
layer (e.g., banner grabbing?), transport layer (e.g., TCP and UDP port scan-
ning), and network layer (e.g., ICMP scanning).

» Worms: Worms* spreading among hosts can be detected in more than one way.
Some worms propagate quickly and use large amounts of bandwidth. Worms
can also be detected because they can cause hosts to communicate with each
other that typically do not, and they can also cause hosts to use ports that they
normally do not use. Many worms also perform scanning. Chapter 6 discusses
worms in detail.

Srarerur, Prorocor ANALysIs (SPA)  NIST SP 800-94 details this subset of anom-
aly detection that compares observed network traffic against predetermined universal
vendor supplied profiles of benign protocol traffic. This distinguishes it from anomaly
techniques trained with organization specific traffic profiles. SPA understands and
tracks network, transport, and application protocol states to ensure they progress as
expected. A key disadvantage of SPA is the high resource use it requires.

Logging of Alerts

When a sensor detects a potential violation, it sends an alert and logs information
related to the event. The NIDS analysis module can use this information to refine
intrusion detection parameters and algorithms. The security administrator can use
this information to design prevention techniques. Typical information logged by a
NIDS sensor includes the following:

* Timestamp (usually date and time)

» Connection or session ID (typically a consecutive or unique number assigned to
each TCP connection or to like groups of packets for connectionless protocols)

e Event or alert type

3Typically, banner grabbing consists of initiating a connection to a network server and recording the data
that is returned at the beginning of the session. This information can specify the name of the application,
version number, and even the operating system that is running the server [DAMRO3].

4A worm is a program that can replicate itself and send copies from computer to computer across network
connections. Upon arrival, the worm may be activated to replicate and propagate again. In addition to
propagation, the worm usually performs some unwanted function.
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e Rating (e.g., priority, severity, impact, confidence)

* Network, transport, and application layer protocols

* Source and destination IP addresses

e Source and destination TCP or UDP ports, or ICMP types and codes
° Number of bytes transmitted over the connection

e Decoded payload data, such as application requests and responses

e State-related information (e.g., authenticated username)

8.6 DISTRIBUTED OR HYBRID INTRUSION DETECTION

In recent years, the concept of communicating IDSs has evolved to schemes that
involve distributed systems that cooperate to identify intrusions and to adapt to
changing attack profiles. These combine in a central IDS, the complementary infor-
mation sources used by HIDS with host-based process and data details, and NIDS
with network events and data, to manage and coordinate intrusion detection and
response in an organization’s IT infrastructure. Two key problems have always con-
fronted systems such as IDSs, firewalls, virus and worm detectors, and so on. First,
these tools may not recognize new threats or radical modifications of existing threats.
And second, it is difficult to update schemes rapidly enough to deal with quickly
spreading attacks. A separate problem for perimeter defenses, such as firewalls, is that
the modern enterprise has loosely defined boundaries, and hosts are generally able
to move in and out. Examples are hosts that communicate using wireless technology
and employee laptops that can be plugged into network ports.

Attackers have exploited these problems in several ways. The more traditional
attack approach is to develop worms and other malicious software that spreads ever
more rapidly and to develop other attacks (such as DoS attacks) that strike with
overwhelming force before a defense can be mounted. This style of attack is still
prevalent. But more recently, attackers have added a quite different approach: Slow
the spread of the attack so it will be more difficult to detect by conventional algo-
rithms [ANTHO7].

A way to counter such attacks is to develop cooperated systems that can rec-
ognize attacks based on more subtle clues then adapt quickly. In this approach,
anomaly detectors at local nodes look for evidence of unusual activity. For example,
a machine that normally makes just a few network connections might suspect that
an attack is under way if it is suddenly instructed to make connections at a higher
rate. With only this evidence, the local system risks a false positive if it reacts to the
suspected attack (say by disconnecting from the network and issuing an alert) but
it risks a false negative if it ignores the attack or waits for further evidence. In an
adaptive, cooperative system, the local node instead uses a peer-to-peer “gossip”
protocol to inform other machines of its suspicion, in the form of a probability that
the network is under attack. If a machine receives enough of these messages so a
threshold is exceeded, the machine assumes an attack is under way and responds.
The machine may respond locally to defend itself and also send an alert to a central
system.
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An example of this approach is a scheme developed by Intel and referred to
as autonomic enterprise security [AGOS06]. Figure 8.6 illustrates the approach. This
approach does not rely solely on perimeter defense mechanisms, such as firewalls, or
on individual host-based defenses. Instead, each end host and each network device
(e.g.,routers) is considered to be a potential sensor and may have the sensor software
module installed. The sensors in this distributed configuration can exchange informa-
tion to corroborate the state of the network (i.e., whether an attack is under way).

The Intel designers provide the following motivation for this approach:

1. IDSs deployed selectively may miss a network-based attack or may be slow to
recognize that an attack is under way. The use of multiple IDSs that share infor-
mation has been shown to provide greater coverage and more rapid response to
attacks, especially slowly growing attacks (e.g., [BAILO5], [RAJAOS]).

2. Analysis of network traffic at the host level provides an environment in which there
is much less network traffic than found at a network device such as a router. Thus,
attack patterns will stand out more, providing in effect a higher signal-to-noise ratio.

3. Host-based detectors can make use of a richer set of data, possibly using appli-
cation data from the host as input into the local classifier.
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Figure 8.6  Overall Architecture of an Autonomic Enterprise Security System


https://www.pearson.de/9781292220635

8.7 / INTRUSION DETECTION EXCHANGE FORMAT 297

NIST SP 800-94 notes that a distributed or hybrid IDS can be constructed using
multiple products from a single vendor, designed to share and exchange data. This is
clearly an easier, but may not be the most cost-effective or comprehensive solution.
Alternatively, specialized security information and event management (SIEM) soft-
ware exists that can import and analyze data from a variety of sources, sensors, and
products. Such software may well rely on standardized protocols, such as Intrusion
Detection Exchange Format we will discuss in the next section. An analogy may help
clarify the advantage of this distributed approach. Suppose a single host is subject to
a prolonged attack, and the host is configured to minimize false positives. Early on in
the attack, no alert is sounded because the risk of false positive is high. If the attack
persists, the evidence that an attack is under way becomes stronger and the risk of
false positive decreases. However, much time has passed. Now, consider many local
sensors, each of which suspect the onset of an attack and all of which collaborate.
Because numerous systems see the same evidence, an alert can be issued with a low
false positive risk. Thus, instead of a long period of time, we use a large number of
sensors to reduce false positives and still detect attacks. A number of vendors now
offer this type of product.

We now summarize the principal elements of this approach, illustrated in
Figure 8.6. A central system is configured with a default set of security policies. Based
on input from distributed sensors, these policies are adapted and specific actions are
communicated to the various platforms in the distributed system. The device-specific
policies may include immediate actions to take or parameter settings to be adjusted.
The central system also communicates collaborative policies to all platforms that
adjust the timing and content of collaborative gossip messages. Three types of input
guide the actions of the central system:

° Summary events: Events from various sources are collected by intermediate
collection points such as firewalls, IDSs, or servers that serve a specific seg-
ment of the enterprise network. These events are summarized for delivery to
the central policy system.

* DDI events: Distributed detection and inference (DDI) events are alerts that
are generated when the gossip traffic enables a platform to conclude that an
attack is under way.

e PEP events: Policy enforcement points (PEPs) reside on trusted, self-defending
platforms and intelligent IDSs. These systems correlate distributed information,
local decisions, and individual device actions to detect intrusions that may not
be evident at the host level.

8.7 INTRUSION DETECTION EXCHANGE FORMAT

To facilitate the development of distributed IDSs that can function across a wide
range of platforms and environments, standards are needed to support interoper-
ability. Such standards are the focus of the IETF Intrusion Detection Working Group.
The purpose of the working group is to define data formats and exchange procedures
for sharing information of interest to intrusion detection and response systems and to
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management systems that may need to interact with them. The working group issued
the following RFCs in 2007:

¢ Intrusion Detection Message Exchange Requirements (RFC 4766): This docu-
ment defines requirements for the Intrusion Detection Message Exchange For-
mat (IDMEF). The document also specifies requirements for a communication
protocol for communicating IDMEF.

¢ The Intrusion Detection Message Exchange Format (RFC 4765): This document
describes a data model to represent information exported by intrusion detection
systems and explains the rationale for using this model. An implementation of
the data model in the Extensible Markup Language (XML) is presented, an
XML Document Type Definition is developed, and examples are provided.

* The Intrusion Detection Exchange Protocol (RFC 4767): This document
describes the Intrusion Detection Exchange Protocol (IDXP), an application-
level protocol for exchanging data between intrusion detection entities. IDXP
supports mutual-authentication, integrity, and confidentiality over a connec-
tion-oriented protocol.

Figure 8.7 illustrates the key elements of the model on which the intrusion
detection message exchange approach is based. This model does not correspond to
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Figure 8.7 Model for Intrusion Detection Message Exchange
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any particular product or implementation, but its functional components are the key
elements of any IDS. The functional components are as follows:

* Data source: The raw data that an IDS uses to detect unauthorized or undesired
activity. Common data sources include network packets, operating system audit
logs, application audit logs, and system-generated checksum data.

* Sensor: Collects data from the data source. The sensor forwards events to the
analyzer.

e Analyzer: The ID component or process that analyzes the data collected by the
sensor for signs of unauthorized or undesired activity or for events that might
be of interest to the security administrator. In many existing IDSs, the sensor
and the analyzer are part of the same component.

* Administrator: The human with overall responsibility for setting the security
policy of the organization, and, thus, for decisions about deploying and config-
uring the IDS. This may or may not be the same person as the operator of the
IDS. In some organizations, the administrator is associated with the network
or systems administration groups. In other organizations, it is an independent
position.

* Manager: The ID component or process from which the operator manages the
various components of the ID system. Management functions typically include
sensor configuration, analyzer configuration, event notification management,
data consolidation, and reporting.

¢ Operator: The human that is the primary user of the IDS manager. The opera-
tor often monitors the output of the IDS and initiates or recommends further
action.

In this model, intrusion detection proceeds in the following manner. The sen-
sor monitors data sources looking for suspicious activity, such as network sessions
showing unexpected remote access activity, operating system log file entries showing
a user attempting to access files to which he or she is not authorized to have access,
and application log files showing persistent login failures. The sensor communicates
suspicious activity to the analyzer as an event, which characterizes an activity within
a given period of time. If the analyzer determines that the event is of interest, it sends
an alert to the manager component that contains information about the unusual
activity that was detected, as well as the specifics of the occurrence. The manager
component issues a notification to the human operator. A response can be initiated
automatically by the manager component or by the human operator. Examples of
responses include logging the activity; recording the raw data (from the data source)
that characterized the event; terminating a network, user, or application session; or
altering network or system access controls. The security policy is the predefined, for-
mally documented statement that defines what activities are allowed to take place
on an organization’s network or on particular hosts to support the organization’s
requirements. This includes, but is not limited to, which hosts are to be denied external
network access.

The specification defines formats for event and alert messages, message types,
and exchange protocols for communication of intrusion detection information.
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