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138  CHAPTER 4 / KEY DISTRIBUTION AND USER AUTHENTICATION

Public-Key Certificates

On the face of it, the point of public-key encryption is that the public key is public. 
Thus, if there is some broadly accepted public-key algorithm, such as RSA, any 
participant can send his or her public key to any other participant or broadcast the 
key to the community at large. Although this approach is convenient, it has a major 
weakness. Anyone can forge such a public announcement. That is, some user could 
pretend to be user A and send a public key to another participant or broadcast such 
a public key. Until such time as user A discovers the forgery and alerts other partici-
pants, the forger is able to read all encrypted messages intended for A and can use 
the forged keys for authentication.

The solution to this problem is the public-key certificate. In essence, a certifi-
cate consists of a public key plus a user ID of the key owner, with the whole block 
signed by a trusted third party. Typically, the third party is a certificate authority 
(CA) that is trusted by the user community, such as a government agency or a finan-
cial institution. A user can present his or her public key to the authority in a secure 
manner and obtain a certificate. The user can then publish the certificate. Anyone 
needing this user’s public key can obtain the certificate and verify that it is valid by 
way of the attached trusted signature. Figure 4.4 illustrates the process.

One scheme has become universally accepted for formatting public-key certifi-
cates: the X.509 standard. X.509 certificates are used in most network security appli-
cations, including IP security, secure sockets layer (SSL), and S/MIME—all of which 
are discussed in subsequent chapters. X.509 is examined in detail in the next section.

Public-Key Distribution of Secret Keys

With conventional encryption, a fundamental requirement for two parties to com-
municate securely is that they share a secret key. Suppose Bob wants to create a 
messaging application that will enable him to exchange e-mail securely with anyone 

Figure 4.4 Public-Key Certificate Use

Unsigned certificate:

contains user ID,

user’s public key

Signed certificate

Hash code of incoming

unsigned certificate

Return

signature valid

or not valid
Generate hash

code of unsigned

certificate

Generate signature as

a function of hash code

using CA’s private key

H

H

Bob’s ID

information

CA

information

Bob’s public key

G V

Verifty incoming signature

as a function of incoming

hash code using CA’s public key

Use certificate to

verify Bob’s public key

Create signed

digital certificate

https://www.pearson.de/9781292154916


4.5 / X.509 CERTIFICATES 139

who has access to the Internet or to some other network that the two of them share. 
Suppose Bob wants to do this using conventional encryption. With conventional 
encryption, Bob and his correspondent, say, Alice, must come up with a way to share 
a unique secret key that no one else knows. How are they going to do that? If Alice 
is in the next room from Bob, Bob could generate a key and write it down on a piece 
of paper or store it on a diskette and hand it to Alice. But if Alice is on the other side 
of the continent or the world, what can Bob do? He could encrypt this key using con-
ventional encryption and e-mail it to Alice, but this means that Bob and Alice must 
share a secret key to encrypt this new secret key. Furthermore, Bob and everyone 
else who uses this new e-mail package faces the same problem with every potential 
correspondent: Each pair of correspondents must share a unique secret key.

One approach is the use of Diffie–Hellman key exchange. This approach is 
indeed widely used. However, it suffers the drawback that, in its simplest form, 
Diffie–Hellman provides no authentication of the two communicating partners.

A powerful alternative is the use of public-key certificates. When Bob wishes 
to communicate with Alice, Bob can do the following:

1. Prepare a message.

2. Encrypt that message using conventional encryption with a one-time conven-
tional session key.

3. Encrypt the session key using public-key encryption with Alice’s public key.

4. Attach the encrypted session key to the message and send it to Alice.

Only Alice is capable of decrypting the session key and therefore of recover-
ing the original message. If Bob obtained Alice’s public key by means of Alice’s 
public-key certificate, then Bob is assured that it is a valid key.

 4.5 X.509 CERTIFICATES

ITU-T recommendation X.509 is part of the X.500 series of recommendations that 
define a directory service. The directory is, in effect, a server or distributed set 
of servers that maintains a database of information about users. The information 
includes a mapping from user name to network address, as well as other attributes 
and information about the users.

X.509 defines a framework for the provision of authentication services by the 
X.500 directory to its users. The directory may serve as a repository of public-key 
certificates. Each certificate contains the public key of a user and is signed with the 
private key of a trusted certification authority. In addition, X.509 defines alternative 
authentication protocols based on the use of public-key certificates.

X.509 is an important standard because the certificate structure and authenti-
cation protocols defined in X.509 are used in a variety of contexts. For example, the 
X.509 certificate format is used in S/MIME (Chapter 8), IP Security (Chapter 9), 
and SSL/TLS (Chapter 6).

X.509 was initially issued in 1988. The standard was subsequently revised 
in 1993 to address some of the security concerns documented in [IANS90] and 
[MITC90]. The standard is currently at version 7, issued in 2012.
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140  CHAPTER 4 / KEY DISTRIBUTION AND USER AUTHENTICATION

X.509 is based on the use of public-key cryptography and digital signatures. 
The standard does not dictate the use of a specific digital signature algorithm nor a 
specific hash function. Figure 4.5 illustrates the overall X.509 scheme for generation 
of a public-key certificate. The certificate for Bob’s public key includes unique iden-
tifying information for Bob, Bob’s public key, and identifying information about 
the CA, plus other information as explained subsequently. This information is then 
signed by computing a hash value of the information and generating a digital signa-
ture using the hash value and the CA’s private key.

Certificates

The heart of the X.509 scheme is the public-key certificate associated with each user. 
These user certificates are assumed to be created by some trusted certification author-
ity (CA) and placed in the directory by the CA or by the user. The directory server 
itself is not responsible for the creation of public keys or for the certification function; 
it merely provides an easily accessible location for users to obtain certificates.

Figure 4.5a shows the general format of a certificate, which includes the fol-
lowing elements.

 ■ Version: Differentiates among successive versions of the certificate format; 
the default is version 1. If the Issuer Unique Identifier or Subject Unique 
Identifier are present, the value must be version 2. If one or more extensions 

Figure 4.5 X.509 Formats
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are present, the version must be version 3. Although the X.509 specification is 
currently at version 7, no changes have been made to the fields that make up 
the certificate since version 3.

 ■ Serial number: An integer value, unique within the issuing CA, that is unam-
biguously associated with this certificate.

 ■ Signature algorithm identifier: The algorithm used to sign the certificate, 
 together with any associated parameters. Because this information is  repeated 
in the Signature field at the end of the certificate, this field has little, if any, 
utility.

 ■ Issuer name: X.500 name of the CA that created and signed this certificate.

 ■ Period of validity: Consists of two dates: the first and last on which the certifi-
cate is valid.

 ■ Subject name: The name of the user to whom this certificate refers. That is, 
this certificate certifies the public key of the subject who holds the corre-
sponding private key.

 ■ Subject’s public-key information: The public key of the subject, plus an iden-
tifier of the algorithm for which this key is to be used, together with any 
 associated parameters.

 ■ Issuer unique identifier: An optional bit string field used to identify uniquely 
the issuing CA in the event the X.500 name has been reused for different 
entities.

 ■ Subject unique identifier: An optional bit string field used to identify uniquely 
the subject in the event the X.500 name has been reused for different entities.

 ■ Extensions: A set of one or more extension fields. Extensions were added in 
version 3 and are discussed later in this section.

 ■ Signature: Covers all of the other fields of the certificate. One component of 
this field is the digital signature applied to the other fields of the certificate. 
This field includes the signature algorithm identifier.

The unique identifier fields were added in version 2 to handle the possible 
reuse of subject and/or issuer names over time. These fields are rarely used.

The standard uses the following notation to define a certificate:

CA V A W = CA {V, SN, AI, CA, UCA, A, UA, Ap, TA}

where

Y V X W = the certificate of user X issued by certification authority Y

Y {I} = the signing of I by Y; consists of I with an encrypted hash code 
appended

V = version of the certificate

SN = serial number of the certificate

AI = identifier of the algorithm used to sign the certificate

CA = name of certificate authority

UCA = optional unique identifier of the CA
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142  CHAPTER 4 / KEY DISTRIBUTION AND USER AUTHENTICATION

A = name of user A

UA = optional unique identifier of the user A

Ap = public key of user A

TA
= period of validity of the certificate

The CA signs the certificate with its private key. If the corresponding public 
key is known to a user, then that user can verify that a certificate signed by the CA 
is valid. This is the typical digital signature approach, as illustrated in Figure 3.15.

OBTAINING A USER’S CERTIFICATE User certificates generated by a CA have the fol-
lowing characteristics:

 ■ Any user with access to the public key of the CA can verify the user public 
key that was certified.

 ■ No party other than the certification authority can modify the certificate 
without this being detected.

Because certificates are unforgeable, they can be placed in a directory without the 
need for the directory to make special efforts to protect them.

If all users subscribe to the same CA, then there is a common trust of that CA. 
All user certificates can be placed in the directory for access by all users. In addi-
tion, a user can transmit his or her certificate directly to other users. In either case, 
once B is in possession of A’s certificate, B has confidence that messages it encrypts 
with A’s public key will be secure from eavesdropping and that messages signed 
with A’s private key are unforgeable.

If there is a large community of users, it may not be practical for all users to 
subscribe to the same CA. Because it is the CA that signs certificates, each par-
ticipating user must have a copy of the CA’s own public key to verify signatures. 
This public key must be provided to each user in an absolutely secure way (with 
respect to integrity and authenticity) so that the user has confidence in the associ-
ated certificates. Thus, with many users, it may be more practical for there to be a 
number of CAs, each of which securely provides its public key to some fraction of 
the users.

Now suppose that A has obtained a certificate from certification authority X1 
and B has obtained a certificate from CA X2. If A does not securely know the public 
key of X2, then B’s certificate, issued by X2, is useless to A. A can read B’s certificate, 
but A cannot verify the signature. However, if the two CAs have securely exchanged 
their own public keys, the following procedure will enable A to obtain B’s public key.

1. A obtains (from the directory) the certificate of X2 signed by X1. Because A 
securely knows X1>s public key, A can obtain X2>s public key from its certifi-
cate and verify it by means of X1>s signature on the certificate.

2. A then goes back to the directory and obtains the certificate of B signed by 
X2. Because A now has a trusted copy of X2>s public key, A can verify the 
signature and securely obtain B’s public key.

A has used a chain of certificates to obtain B’s public key. In the notation of 
X.509, this chain is expressed as

X1 V X2 W X2 V B W
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In the same fashion, B can obtain A’s public key with the reverse chain:

X2 V X1 W X1 V A W

This scheme need not be limited to a chain of two certificates. An arbitrarily 
long path of CAs can be followed to produce a chain. A chain with N elements 
would be expressed as

X1 V X2 W X2 V X3 W cXN V B W

In this case, each pair of CAs in the chain (Xi, Xi+1) must have created certificates 
for each other.

All of these certificates of CAs by CAs need to appear in the directory, and 
the user needs to know how they are linked to follow a path to another user’s pub-
lic-key certificate. X.509 suggests that CAs be arranged in a hierarchy so that navi-
gation is straightforward.

Figure 4.6, taken from X.509, is an example of such a hierarchy. The connected 
circles indicate the hierarchical relationship among the CAs; the associated boxes 
indicate certificates maintained in the directory for each CA entry. The directory 
entry for each CA includes two types of certificates:

 ■ Forward certificates: Certificates of X generated by other CAs.

 ■ Reverse certificates: Certificates generated by X that are the certificates of 
other CAs.

Figure 4.6 X.509 Hierarchy: A Hypothetical Example
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