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The IP header is completed by restoring the correct datagram length (ip_len), header length 

(ip_hl), and protocol (ip_p), and clearing the TOS field (ip_tos). 

RFCs 792 and 1122 recommend that the TOS field be set to 0 for ICMP messages. 
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The completed message is passed to icmp_reflect, where it is sent back to the source host. 

The invalid datagram is discarded. 

11.12. icmp_reflect Function 

icmp_reflect sends ICMP replies and errors back to the source of the request or back to the 

source of the invalid datagram. It is important to remember that icmp_reflect reverses the 

source and destination addresses in the datagram before sending it. The rules regarding source and 

destination addresses of ICMP messages are complex. Figure 11.34 summarizes the actions of several 

functions in this area. 

Figure 11.34. ICMP discard and address summary. 

 

 

We describe the icmp_reflect function in three parts: source and destination address selection, 

option construction, and assembly and transmission. Figure 11.35 shows the first part of the function. 
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Figure 11.35. icmp_reflect function: address selection. 

 

 

 

Set destination address

329-345

icmp_reflect starts by making a copy of ip_dst and moving ip_src, the source of the 

request or error datagram, to ip_dst. icmp_error and icmp_reflect ensure that 

ip_src is a valid destination address for the error message. ip_output discards any packets 

sent to a broadcast address. 
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Select source address

346-371

icmp_reflect selects a source address for the message by searching in_ifaddr for the 

interface with a unicast or broadcast address matching the destination address of the original 

datagram. On a multihomed host, the matching interface may not be the interface on which the 

datagram was received. If there is no match, the in_ifaddr structure of the receiving interface is 

selected or, failing that (the interface may not be configured for IP), the first address in 

in_ifaddr. The function sets ip_src to the selected address and changes ip_ttl to 255 

(MAXTTL) because the error is a new datagram. 

RFC 1700 recommends that the TTL field of all IP packets be set to 64. Many systems, however, set 

the TTL of ICMP messages to 255 nowadays. 

There is a tradeoff associated with TTL values. A small TTL prevents a packet from circulating in a 

routing loop but may not allow a packet to reach a site far (many hops) away. A large TTL allows 

packets to reach distant hosts but lets packets circulate in routing loops for a longer period of time. 

RFC 1122 requires that source route options, and recommends that record route and timestamp 

options, from an incoming echo request or timestamp request, be attached to a reply. The source route 

must be reversed in the process. RFC 1122 is silent on how these options should be handled on other 

types of ICMP replies. Net/3 applies these rules to the address mask request, since it calls 

icmp_reflect (Figure 11.21) after constructing the address mask reply. 

The next section of code (Figure 11.36) constructs the options for the ICMP message. 
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Figure 11.36. icmp_reflect function: option construction. 

 

 

 

Get reversed source route

372-385

If the incoming datagram did not contain options, control passes to line 430 (Figure 11.37). The error 

messages that icmp_error sends to icmp_reflect never have IP options, and so the 

following code applies only to ICMP requests that are converted to replies and passed directly to 

icmp_reflect.
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Figure 11.37. icmp_reflect function: final assembly. 

 

 

cp points to the start of the options for the reply. ip_srcroute reverses and returns any source 

route option saved when ipintr processed the datagram. If ip_srcroute returns 0, the 

request did not contain a source route option so icmp_reflect allocates and initializes an mbuf 

to serve as an empty ipoption structure. 

Add record route and timestamp options

386-416

If opts points to an mbuf, the for loop searches the options from the original IP header and 

appends the record route and timestamp options to the source route returned by ip_srcroute.

The options in the original header must be removed before the ICMP message can be sent. This is 

done by the code shown in Figure 11.37. 

Remove original options

417-429

icmp_reflect removes the options from the original request by moving the ICMP message up 

to the end of the IP header. This is shown in Figure 11.38. The new options, which are in the mbuf 

pointed to by opts, are reinserted by ip_output.
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Figure 11.38. icmp_reflect: removal of options. 

 

 

 

Send message and cleanup

430-435

The broadcast and multicast flags are explicitly cleared before passing the message and options to 

icmp_send, after which the mbuf containing the options is released. 

11.13. icmp_send Function 

icmp_send (Figure 11.39) processes all outgoing ICMP messages and computes the ICMP 

checksum before passing them to the IP layer. 

Figure 11.39. icmp_send function. 

 

 

440-457

As it does when checking the ICMP checksum in icmp_input, Net/3 adjusts the mbuf data 

pointer and length to hide the IP header and lets in_cksum look only at the ICMP message. The 

computed checksum is placed in the header at icmp_cksum and the datagram and any options are 
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