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The IP header is completed by restoring the correct datagram length (1p _1len), header length
(ip_hl), and protocol (1p_p), and clearing the TOS field (1p_tos).

RFCs 792 and 1122 recommend that the TOS field be set to 0 for ICMP messages.
126-129

The completed message is passed to icmp reflect, where it is sent back to the source host.
The invalid datagram is discarded.

11.12. icmp reflect Function

icmp reflect sends ICMP replies and errors back to the source of the request or back to the
source of the invalid datagram. It is important to remember that icmp reflect reverses the
source and destination addresses in the datagram before sending it. The rules regarding source and
destination addresses of ICMP messages are complex. Figure 11.34 summarizes the actions of several
functions in this area.

Figure 11.34. ICMP discard and address summary.

Function . Surn mary

—

LCmp_input

Replace an all-0s source address in address mask requests
with the broadcast or destination address of the
receiving interface.

icmp_error Discard error messages caused by datagrams sent as link-
level broadcasts or multicasts. Should discard (but
does not) messages caused by datagrams sent to [P
broadcast or multicast addresses.

icmp_reflect | Discard messages instead of returning them to a multicast or
experimental address.

Convert nonunicast destinations to the address of the
receiving interface, which makes the destination
address a valid source address for the return message.

Swap the source and destination addresses.

ip_output Discard s_uutguing broadcasts at the request of [CMP (ie.,
discards errors generated by packets sent to a broadcast
address)

We describe the icmp reflect function in three parts: source and destination address selection,
option construction, and assembly and transmission. Figure 11.35 shows the first part of the function.
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Figure 11.35. icmp reflect function: address selection.

129 void pemp.c

330 icmp_reflectim)

131 sEruct mbuaf *m:

133

133 struct ip *ip = mtodim, struct ip *1:

134 struct in_ifaddr *ia:

135 sbruct in_addr t;

3136 scruct mbuf *opts 0, *i srcrouate ()

137 int optlen = [ip-»ip_hl =< 2] gizent (struct ip):

Ex]: if (tin_canforward(ip-=ip_src) &&

139 { [mt l.?l'l..l'ir.i -:.F.- arc.a_addr) & IN_CLASSA_MNET) !=

Sq0 [IN_LOOPHACENET << IN_CLASSA_MNSHIFT))1] |

ELRS m_Ereemim) : /* Bad return address */

EL P qoto dome | M Ip_output () will check for broadcast v

343 ]

144 1 ip-=ip_dsty

345 ip-=ip_dsr ip-=ip_sre:

146 "

347 * If the incoming packet was addressed directly to us,

348 * ume dart as the sre for the reply. Otherwise (broadcast

149 * or anonymous), ude the addreas which cor responds

350 * Lo bhe incoming interface.

151 .y

152 for {ia in_ifaddr; ia; ia = ia-»ia_nextc) {

353 Ffit.s_add: [A_STIN {14 -=s5in_addr.s_addr)

3154 break;

355 if ({ia-=ia_ifp-»if_flags & IFF_BROADCAST) &&

ioh L.5_addr satosinlaia-»ia_broadaddr) -»sin_addr.s_addr)

357 break;

158 1

9% iempdst . s1n_addr

360 if [ia [struct ifaddr *1 0}

161 ia = [struct in_ifaddr *) ifacf_ifpforaddr|

162 [struct soeckaddr *) &lcmpdst, m-=m_pkthdr.oovifl;

163 ;e

164 * The following happens if the packet was not addresased to us,

165 * and was received on an interface with no IPF address,

EY-1 vy

367 if (ia {struct in_ifaddr *} 0}

168 ia i.l‘:_:!.-'s(i(lr.:

3169 t = IA_SIH{ia)-=8in_addr;

N ip-=ip_sre = t;

371 ip-=ip_ttl = MANTTL: o
ip_tcmp.c

Set destination address

329-345

icmp reflect starts by making a copy of ip_dst and moving ip_src, the source of the
request or error datagram, to ip_dst. icmp errorand icmp reflect ensure that

ip src is a valid destination address for the error message. ip_output discards any packets
sent to a broadcast address.

328


https://www.pearson.de/9780321617637

Select source address
346-371

icmp reflect selects a source address for the message by searching in_ifaddr for the
interface with a unicast or broadcast address matching the destination address of the original
datagram. On a multihomed host, the matching interface may not be the interface on which the
datagram was received. If there is no match, the in_ifaddr structure of the receiving interface is
selected or, failing that (the interface may not be configured for IP), the first address in

in ifaddr. The function sets ip sxc to the selected address and changes ip_ttl to 255
(MAXTTL) because the error is a new datagram.

RFC 1700 recommends that the TTL field of all IP packets be set to 64. Many systems, however, set
the TTL of ICMP messages to 255 nowadays.

There is a tradeoff associated with TTL values. A small TTL prevents a packet from circulating in a
routing loop but may not allow a packet to reach a site far (many hops) away. A large TTL allows
packets to reach distant hosts but lets packets circulate in routing loops for a longer period of time.

RFC 1122 requires that source route options, and recommends that record route and timestamp
options, from an incoming echo request or timestamp request, be attached to a reply. The source route
must be reversed in the process. RFC 1122 is silent on how these options should be handled on other
types of ICMP replies. Net/3 applies these rules to the address mask request, since it calls

icmp_ reflect (Figure 11.21) after constructing the address mask reply.

The next section of code (Figure 11.36) constructs the options for the ICMP message.
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Figure 11.36. icmp reflect function: option construction.

[optlen = 0O}

u_char *Cp:
imt opt . cnt;
u_int len;
;o
* Retrieve dly BOUECE Iolkl irng from the incoming packet;
* add on any record-route or timestamp options,
.
op fu_char *} (ip + 1);:
if [f(opts lp_sreraoute()) 0 &&
(opks m_gechdr {M_DONTWATT, MT_HEADER)I) |
opt s - xm_len sizeof (struct in_addr)
mtod {opta, astruct in_addr *)-ss_addr = 0;
if (opbs) |
for [ont optlen; ent = 0 ont len, cp += lan}

ot cp [ IPOPT_OPTVAL] ;
[EOPT_EQL)

it Lapt
break;

1E dapt POPT_HOP)

len 1:
else |
len oo | TPOPT_QOLEN] &
if (len - 0o len = ent)
brealk:
S
.

IFOPT_TS ||

LT {opt [POFT_RE || opt

1

Should check for overflow, but it *"can't happen®

ip_icmp.e

an2 opt TPOPT

403 boopy | (caddr

404 meodi{opt s, caddr_t) + opts-»>m_len, len};
405 opts-=m_len =+ len;

406 )

407 1

408 /* Terminate & pad, if necessary */

409 if {one aopba-=m_len % 4

410 for (; ont < 4; cot++)

411 *imkod (opL caddr_t) + opts-=m_len)
412 IFOPT_EOL;

413 opts-=m_len++;

414 1

415 ]

416 1

ip_femp.g

Get reversed source route

372-385

If the incoming datagram did not contain options, control passes to line 430 (Figure 11.37). The error
messages that icmp _error sendsto icmp reflect never have IP options, and so the

following code applies only to ICMP requests that are converted to replies and passed directly to
icmp reflect.
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Figure 11.37. icmp reflect function: final assembly.

ip_fcmipe

S— ip_fcmpe

Cp points to the start of the options for the reply. ip srcroute reverses and returns any source
route option saved when 1pintr processed the datagram. If ip srcroute returns 0, the
request did not contain a source route option so icmp_reflect allocates and initializes an mbuf
to serve as an empty ipoption structure.

Add record route and timestamp options
386-416

If opt s points to an mbuf, the £ox loop searches the options from the original IP header and
appends the record route and timestamp options to the source route returned by ip _srcroute.

The options in the original header must be removed before the ICMP message can be sent. This is
done by the code shown in Figure 11.37.

Remove original options
417-429

icmp reflect removes the options from the original request by moving the ICMP message up
to the end of the IP header. This is shown in Figure 11.38. The new options, which are in the mbuf
pointed to by opts, are reinserted by ip_output.
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Figure 11.38. icmp reflect: removal of options.

discarded
P ———y

mbuf ‘p‘kt b T e el s ||l'||i"‘.:|lll-~ )
before boopy header | hdr IP header | : hvtes) data

-\.\l

L%

o
after boopy IMhu!;_ E;: [ IP header data

Send message and cleanup
430-435

The broadcast and multicast flags are explicitly cleared before passing the message and options to
icmp_ send, after which the mbuf containing the options is released.

11.13. icmp send Function

icmp send (Figure 11.39) processes all outgoing ICMP messages and computes the ICMP
checksum before passing them to the IP layer.

Figure 11.39. icmp send function.

B ip icHe
440 v P

451 icp mbod (m, struck icmp *

452 lep-=lcmp_cksum

453 icp=>icmp_ckaum in_cksumim, ip-»ip_len hlen):
454 m-»m_data hlen:

455 m-=m_lemn + hlen;

456 [void) ip_eoutputi{m, opts, NULL, 0, HNULL}:

fp_icmmpe

440-457

As it does when checking the ICMP checksum in icmp _input, Net/3 adjusts the mbuf data
pointer and length to hide the IP header and lets in_cksum look only at the ICMP message. The
computed checksum is placed in the header at icmp cksum and the datagram and any options are
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