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Explore the validity of the 
sender’s name
Some senders mask the name that appears in the From: line to make the email appear 

as though it’s from a valid source, when in reality it is not. In many email programs and 

browsers, the actual email address appears next to the name, as shown here. This is 

good, because you can tell if the email address matches the sender’s name and is one 

you recognise. If you can’t see the email address but can only see the name instead, 

don’t do anything with the email until you’re sure you know who it is from. 

HOT TIP: You can often 

right-click the email address in 

the To: line to view additional 

options, like Properties or Edit.

HOT TIP:

right-click the email address in 

HOT TIP: ALERT: If the email is supposed 

to be from, say, CitiBank, but the 

email address is something like 

CD43Dclies450@mywebaddress.com, 

it’s not legitimate.

ALERT:

to be from, say, CitiBank, but the 

ALERT:

to be from, say, CitiBank, but the 

1  If you get your email from a web browser, by navigating to a web page, you may be 

able to see the actual email address by hovering your mouse over the name. 

2  If you get your email from a program installed on your computer, hovering will 

probably work there too. If not, click once on the sender’s name.

1

2
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Hover before you click that link
It’s easy for someone to create a link in an email where the name of the link is different 

from the actual website you’ll be taken to if you click it. This means that a link’s 

name could be the name of a legitimate company, but the website it is pointing to is 

something completely different. Before clicking any link, hover the mouse over it to see 

where the link actually goes. 

1  Open any email that contains a link to a web page. 

2  Hover your mouse over the link. 

3  Verify that the words after www represents the site you really want to go to. 

4  Click the link only if you know the website link is a valid one. Better yet, navigate to 

the site yourself, as outlined in the next section.

ALERT: When in doubt 

about a link, don’t click it.

ALERT:

about a link, don’t click it.

ALERT:

about a link, don’t click it.

ALERT: If you want to click a link for a bank, 

company or well-known online site (like Microsoft or 

Apple), note that the words after www should contain 

the company name (www.microsoft.com, for instance).

It’s okay if something else follows those words though 

(www.microsoft.com/security).

ALERT:

company or well-known online site (like Microsoft or 

ALERT:

company or well-known online site (like Microsoft or 

2
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When in doubt, visit the 
entity’s offi cial website
If you receive an email from a company you trust and/or have an account with, and you 

receive an email that asks you to reply with your personal information for ‘verifi cation‘ 

or some such thing, and you can’t tell from the sender’s email address or any links in 

the body of the email if it is a scam, you still have options. You can visit the website by 

typing in the address manually, and look there for information. 

1  Open your web browser. This may be Safari, Firefox or Internet Explorer, for 

instance.

2  In the address bar, type the name of the website you’d like to visit. 

3  Look around the site for a Security tab or a Help tab. 

DID YOU KNOW?

If a company, like a fi nancial institution, needs 

you to update your personal information, you’ll 

be prompted to do so when you log on to the 

website. You will never be asked to provide that 

information in an email. It’s just not secure.

DID YOU KNOW?

If a company, like a fi nancial institution, needs 

DID YOU KNOW?

2

3
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4  Locate information about recent email scams. Here is an example of a scam email. 

This email is not from Citibank!

HOT TIP: Always hover the 

mouse or click the sender’s 

address to see who it’s from.

HOT TIP:

mouse or click the sender’s 

HOT TIP: ALERT: Always hover the mouse over a 

link before clicking it. If the link claims to 

go to www.citi.com but instead goes to 

www.123x7z.ripyouoff.com, don’t click it.

ALERT:

link before clicking it. If the link claims to 

ALERT:

4
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Triple check before opening an 
attachment
You already know that attachments that come with emails can contain viruses and other 

problematic computer code. And since viruses can replicate themselves and spread through 

email, it’s possible to get a virus from an email sent by someone you know. First and 

foremost, make sure your security software is set to scan all attachments, as shown here.

DID YOU KNOW?

The name of the attachment may appear 

to be safe, such as pictureofme.jpg, but 

when you hover over it, you may fi nd it’s 

really pictureofme.jpg.exe. Clicking that 

would be bad indeed!

DID YOU KNOW?

The name of the attachment may appear 

DID YOU KNOW?

The name of the attachment may appear 

WHAT DOES THIS MEAN?

.exe: fi les that end in .exe are executable fi les, and 

clicking them causes a program installation to begin.

HOT TIP: You can confi gure 

security software to scan 

attachments for viruses before 

they are opened.

HOT TIP:

security software to scan 

HOT TIP:

security software to scan 

Then, review these additional tips to stay safe.

 ● Understand that it’s perfectly OK to reply to the sender and ask if they meant to send 

the email attachment, and if they believe it’s safe to open. 

 ● Hover your mouse over the attachment to see what kind of fi le it is. It’s safe to open 

PDF fi les, pictures and most documents, but don’t open anything that is an EXE, BAT, 

COM, PIF or SCR. 

 ● Beware of fi les that have an ‘m‘ in their 

name, like .docm, .xlsm and so on. 

These are offi ce fi les that contain macros. 

Macros are computer code, and can be 

unsafe.
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Confi gure a junk email fi lter
If you keep junk mail from getting into your inbox, you’ll certainly be much less likely to 

fall for a scam you see there. Thus, one of the ways to protect yourself is to set a junk 

email fi lter. How you go about this depends how you get your email. 

 ● If you use Microsoft Outlook, from the Home tab, click the arrow under Junk, and 

click Junk E-Mail options to confi gure settings. 

 ● If you use Mozilla Thunderbird, click Tools, Options and the Junk tab. 

 ● If you use Windows Live Mail, from the Home tab, click the arrow under Junk, and 

click Safety Options, as shown here.

DID YOU KNOW?

If you check your email from a 

website, like www.gmail.com or 

www.hotmail.com, junk email 

fi ltering is built-in, but you can 

often edit the settings.

DID YOU KNOW?

If you check your email from a 

DID YOU KNOW?

DID YOU KNOW?

If you confi gure your junk email 

options to the most restrictive 

(highest security) option, you’ll 

probably send a lot of valid email 

to the Spam or Junk folder.

DID YOU KNOW?

If you confi gure your junk email 

DID YOU KNOW? HOT TIP: No matter what junk or spam 

setting you select, you may still fi nd valid 

email in the Spam or Junk folder. Check 

these folders occasionally just to be sure, 

but never pull email from them until they 

are from a contact you know.

HOT TIP:

setting you select, you may still fi nd valid 

HOT TIP:

setting you select, you may still fi nd valid 

 ● If you use Apple Mail, go to Mail, Preferences and then Junk Mail. 

 ● If you use a web-based method then visit the web page where you get your email, 

and search for junk mail fi ltering options.
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