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Encapsulation (GRE) enable the creation of IPv6-over-IPv4 tunnels, allowing 

IPv6 traffic to be transmitted over IPv4 networks. IPv6 compatibility  

requirements may include support for tunneling protocols to ensure seamless 

communication between IPv6-enabled and IPv4-only networks.

NAT64 is a translation mechanism used to facilitate communication between 

IPv6-only and IPv4-only devices by mapping IPv6 addresses to IPv4 addresses 

and vice versa. NAT64 translates IPv6 addresses to IPv4 addresses (and IPv4 

addresses to IPv6 addresses) at the network edge, allowing IPv6-only devices to 

access IPv4-only services and vice versa. IPv6 compatibility requirements may 

include support for NAT64 translation mechanisms to enable seamless com-

munication between IPv6 and IPv4 networks, particularly during the transition 

period from IPv4 to IPv6.

 

IPv6 compatibility requirements encompass the deployment of tunneling mecha-

nisms, dual-stack implementation, and NAT64 translation to ensure that networks, 

devices, and applications can effectively support and interoperate with IPv6. By 

addressing these compatibility requirements, organizations can facilitate the  

transition to IPv6, enable seamless communication between IPv6 and IPv4  

networks, and ensure sustainability and growth.

ExamAlert

Cram Quiz
 1. Logical unit numbers (LUNs) came from the SCSI world and use “targets” that 

hold up to how many devices?

 m A. 4

 m B. 6

 m C. 8

 m D. 128

 2. What is the IPv6 equivalent of 127.0.0.1? (Choose two.)

 m A. 0:0:0:0:0:0:0:1

 m B. 0:0:0:0:0:0:0:24

 m C. ::1

 m D. ::24
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 3. On a VLAN, what creates multiple paths to the storage resources and can be used 

to increase availability and add fault tolerance?

 m A. FCoE

 m B. Adding a management plane

 m C. Colocating

 m D. Multipathing

 4. Which of the following is a key advantage of SD-WAN technology?

 m A. Improved physical security

 m B. Reduced network complexity

 m C. Higher latency

 m D. Limited scalability

 5. Which of the following components is responsible for encapsulating and  

decapsulating VXLAN packets?

 m A. VTEPs

 m B. SDN Controller

 m C. VXLAN Gateway

 m D. DHCP Server

 6. What does zero trust architecture (ZTA) prioritize in access control decisions?

 m A. Static network segmentation

 m B. Implicit trust in user credentials

 m C. Least privilege access

 m D. Open access policies

 7. Which is a translation mechanism used to facilitate communication between IPv6-

only and IPv4-only devices by mapping IPv6 addresses to IPv4 addresses and 

vice versa?

 m A. Tunneling

 m B. Stateless configuration

 m C. NDP

 m D. NAT64

 8. What does fe80::/64 represent?

 m A. A link-local address

 m B. A site-local address

 m C. A multicast address

 m D. An anycast address
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 9. Which allows users to create separate copies of the codebase to work on inde-

pendent features, fixes, or experiments without affecting the main codebase?

 m A. Central repositories

 m B. Version control

 m C. Branching

 m D. Immutable infrastructure

 10. Which is an extension of a VLAN that utilizes network virtualization technology 

in such a way as to overcome the scalability limitations of traditional VLANs by 

allowing the creation of logical Layer 2 networks over Layer 3?

 m A. VTEPS

 m B. VXLAN

 m C. Zero-touch provisioning

 m D. DCI

Cram Quiz Answers
 1. C. LUNs came from the SCSI world and carry over, acting as unique identifiers for 

devices. Both NAS and SAN use “targets” that hold up to eight devices.

 2. A and C. The IPv4 address 127.0.0.1 is reserved as the loopback address, and 

IPv6 has the same reservation. IPv6 addresses 0:0:0:0:0:0:0:0 and 0:0:0:0:0:0:0:1 

are reserved as the loopback addresses. The address 0:0:0:0:0:0:0:1 can be 

shown using the :: notation with the 0s removed, resulting in ::1.

 3. D. On a VLAN, multipathing creates multiple paths to the storage resources and 

can be used to increase availability and add fault tolerance.

 4. B. SD-WAN technology simplifies network management and configuration by cen-

tralizing control and providing a software-defined approach to WAN connectivity. 

It abstracts underlying network hardware and enables automated provisioning, 

policy-based routing, and dynamic traffic management, leading to reduced  

complexity and improved agility.

 5. A. VXLAN tunnel endpoints (VTEPs) are responsible for encapsulating outgoing 

Layer 2 Ethernet frames into VXLAN packets and decapsulating incoming VXLAN 

packets to extract the original Layer 2 Ethernet frames. VTEPs reside on network 

devices such as switches, routers, or hypervisors and handle the encapsulation 

and forwarding of VXLAN traffic.

 6. C. ZTA follows the principle of least privilege, granting users and devices only the 

minimum level of access required to perform their tasks. Access decisions are 

based on the principle of need-to-know and are dynamically adjusted based on 

changing user roles, responsibilities, and contextual factors. By enforcing least 

privilege access, ZTA minimizes the risk of unauthorized access and lateral  

movement within the network.
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 7. D. NAT64 is a translation mechanism used to facilitate communication between 

IPv6-only and IPv4-only devices by mapping IPv6 addresses to IPv4 addresses 

and vice versa. Tunneling is used to encapsulate IPv6 packets within IPv4  

packets, allowing IPv6 traffic to traverse IPv4 networks that do not natively  

support IPv6. Tunneling mechanisms such as 6to4, Teredo, and Generic Routing 

Encapsulation (GRE) enable the creation of IPv6-over-IPv4 tunnels, allowing IPv6 

traffic to be transmitted over IPv4 networks. Stateless configuration refers to IP 

autoconfiguration, in which administrators need not manually input configuration 

information. In a stateful configuration network, devices obtain address informa-

tion from a server. IPv6 supports the Neighbor Discovery Protocol (NDP). Oper-

ating at the network layer, it is responsible for autoconfiguring node addresses, 

discovering other nodes on the link, determining the addresses of other nodes, 

detecting duplicate addresses, finding available routers and DNS servers,  

discovering address prefixes, and maintaining reachability information of other 

active neighbor nodes.

 8. A. The prefix used for a link-local address is fe80::/64. On a single-link IPv6 

network with no router, link-local addresses are used to communicate between 

devices on the link. Unlike link-local addresses, site-local addresses are not 

automatically configured and must be assigned through either stateless or state-

ful address configuration processes. The prefix used for the site-local address is 

feC0::/10. As with IPv4 addresses, multicasting sends and receives data between 

groups of nodes. It sends IP messages to a group rather than to every node on 

the LAN (broadcast) or just one other node (unicast). Anycast addresses represent 

the middle ground between unicast addresses and multicast addresses. Anycast 

delivers messages to any one node in the multicast group.

 9. C. Branching allows users to create separate branches or copies of the codebase 

to work on independent features, fixes, or experiments without affecting the main 

codebase. Branching is particularly useful in IaC workflows for managing differ-

ent environments (e.g., development, staging, production) or implementing new 

features or changes in isolation. IaC encourages the use of central repositories to 

store and manage infrastructure configurations, providing a centralized location 

for collaboration, version control, and change management. Central repositories 

serve as the single source of truth for infrastructure configurations, ensuring that 

all changes are tracked, documented, and auditable. IaC automation tools typi-

cally integrate with version control systems such as Git, allowing infrastructure 

configurations and automation scripts to be managed and tracked over time. Ver-

sion control provides visibility, auditability, and traceability for upgrade activities, 

ensuring that changes can be managed and tracked effectively. IaC promotes the 

concept of immutable infrastructure, where infrastructure resources are treated 

as disposable and are not modified once deployed. Instead of making changes 

to existing infrastructure, new infrastructure is provisioned from scratch with the 

desired configuration.

 10. B. A virtual extensible local-area network (VXLAN) is an extension of a VLAN  

that utilizes network virtualization technology in such a way as to overcome 

the scalability limitations of traditional VLANs by allowing the creation of logi-

cal Layer 2 networks over Layer 3. The VXLAN first creates an overlay network 

on top of an existing IP network infrastructure, allowing virtual networks to be 
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established across physical network boundaries. VXLAN tunnel endpoints (VTEPs) 

are responsible for encapsulating and decapsulating VXLAN packets. They reside 

on network devices such as switches, routers, or hypervisors and handle the 

encapsulation and forwarding of VXLAN traffic. One key feature of the SD-WAN is 

zero-touch provisioning—the ability to automate deployment and configuration of 

SD-WAN devices with minimal manual intervention. The Data Center Interconnect 

(DCI) is what connects multiple datacenters together in a VXLAN, enabling  

seamless communication and data exchange between them.

What’s Next?
For the Network+ exam, and for routinely working with an existing network 

or implementing a new one, you need to identify the characteristics of network 

media and their associated cabling. Chapter 5, “Cabling Solutions and Issues,” 

focuses on the media and connectors used in today’s networks and what you are 

likely to find in wiring closets.
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